
Multiple Messages Embedding Using

DCT-Based Mod4 Steganographic Method

KokSheik Wong1, Kiyoshi Tanaka1, and Xiaojun Qi2

1 Faculty of Engineering, Shinshu University,
4-17-1 Wakasato, Nagano, 380-8553, Japan
{koksheik, ktanaka}@shinshu-u.ac.jp

2 Department of Computer Science, Utah State University,
84322, Logan, Utah, USA

xqi@cc.usu.edu

Abstract. This paper proposes an extension of DCT-based Mod4
steganographic method to realize multiple messages embedding (MME).
To implement MME, we utilize the structural feature of Mod4 that uses
vGQC (valid group of 2 × 2 adjacent quantized DCT coefficients) as
message carrier. vGQC’s can be partitioned into several disjoint sets by
differentiating the parameters where each set could serve as an individual
secret communication channel. A maximum number of 14 independent
messages can be embedded into a cover image without interfering one
message and another. We can generate stego images with image quality
no worse than conventional Mod4. Results for blind steganalysis are also
shown.

1 Introduction

Steganography has been playing an important role as a covert communica-
tion methodology since ancient civilizations, and recently revived in the digital
world [1]. Imagery steganography has become a seriously considered topic in
the image processing community [2]. Here we briefly review research carried out
in DCT domain. Provos invents OutGuess that hides information in the least
significant bit (LSB) of the quantized DCT coefficients (qDCTCs) [3]. After data
embedding, the global statistical distribution of qDCTCs is corrected to obey
(closest possible) the original distribution. Westfeld employs matrix encoding to
hold secret information using LSB of qDCTCs in F5 [4]. The magnitude of a co-
efficient is decremented if modification is required. Sallee proposes model based
steganography that treats a cover medium as a random variable that obeys some
parametric distribution (e.g., Cauchy or Gaussian) [5]. The medium is divided
into 2 parts, i.e., the deterministic part, and the indeterministic part where the
secret message is embedded. Iwata et al. define diagonal bands within a block
of 8 × 8 qDCTCs [6]. For any band, the number of zeros in a zero sequence is
utilized to store secret information. Qi and Wong invent Mod4 that hides infor-
mation in the group of adjacent 2 × 2 qDCTCs [7]. Secret data is represented
by the result of modulus operation applied on the sum of qDCTCs. If modifica-
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tion is required, shortest route modification (SRM) scheme that suppresses the
distortion is used.

While a secure and robust single message steganographic method is desired,
it is important to consider multiple messages embedding methodology (MME).
Classically, in a covert communication, two messages (one is of higher and an-
other is of lower clearance) are embedded into some carrier object to achieve
plausible deniability [3]. MME could also be useful in the application that re-
quires multiple message descriptions such as database system, multiple signa-
tures, authentications, history recoding and so on.

In this paper, we propose an extension of Mod4 steganographic method to
realize MME. To implement MME, we utilize the structural feature of Mod4
that uses vGQC (defined in Section 2) as message carrier. vGQC’s can be parti-
tioned into several disjoint sets by differentiating the parameters where each set
could serve as an individual secret communication channel. In this method, it is
possible to embed a maximum number of 14 independent messages into a cover
image without interfering one message and another. If we limit the number of
communication channel to five, we can guarantee to produce stego with image
quality no worse than single message embedding by Mod4.

The rest of the paper is organized as follows: Section 2 gives a quick review on
Mod4. The proposed MME is presented in section 3 with discussion on parameter
values given in section 4. Image quality improvement in MME is discussed in
section 5. Section 6 demonstrates the experimental results of the proposed MME
method. Conclusions are given in section 7.

2 Mod4 Review

In Mod4 [7], GQC is defined to be a group of spatially adjacent 2× 2 qDCTCs.
A GQC is further characterized as one of the message carriers, called vGQC, if
it satisfies the following conditions for φ1, φ2, τ1, τ2 ∈ Z

+:

|P | ≥ τ1 and |N | ≥ τ2, (1)
where

P := {x|x ∈ GQC, x > φ1} and N := {x|x,∈ GQC, x < −φ2}. (2)

Each vGQC holds exactly two message bits, where each 2-bit secret message
segment is represented by the remainder of a division operation. In specific, the
sum σ of all 4 qDCTCs in a vGQC is computed, and the remainder of σ ÷ 4
is considered in an ordinary binary number format. All possible remainders are
listed in {00, 01, 10, 11}, which explains why each vGQC holds 2 bits intuitively.

Whenever a modification is required for data embedding, SRM is employed.
The expected number of modifications within a vGQC is suppressed to 0.5 mod-
ification per embedding bit.1 Also, only qDCTCs outside the range [−φ2, φ1]
are modified, and the magnitude of a qDCTC always increases. Mod4 stores the
resulting stego in JPEG format.
1 The probability that a qDCTC will be modified is 0.5/4 when all 4 qDCTCs are

eligible for modification, 0.5/3 for 3 qDCTCs, 0.5/2 for 2 qDCTCs.
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3 Multiple Messages Embedding Method (MME)

The condition of a vGQC, given by Eq. (1) and Eq. (2), coarsely partition
an image into two non-intersecting sets, namely, vGQCs, and non-vGQCs. We
explore the definition of vGQC to refine the partitioning process to realize MME.
Holding φ1 and φ2 to some constants, we divide vGQCs into multiple disjoint
sets, which leads to MME in an image.

For now, consider the 2 messages μ1 and μ2 scenario. Set τ1 = 4, τ2 = 0 while
having φ1 = φ2 = 1 for conditions given in Eq. (1) and Eq. (2). With this setting,
we are selecting the set of GQCs each with 4 positive qDCTCs (> φ1) and ignore
the rest of the GQCs. Denote this set by vGQC(τ1 = 4, τ2 = 0). We then embed
μ1 into Q ∈ vGQC(4, 0). Similarly, we can construct the set vGQC(0, 4) from
the same image, and embed μ2 into Q ∈ vGQC(0, 4). We are able to extract
each embedded message at the receiver’s end since

vGQC(4, 0)
⋂

vGQC(0, 4) = ∅. (3)

Note that there are many other possible sets that are not considered if an
inequality is used in the condition of vGQC. Motivated by the example above,
we redefine the vGQC condition in Eq. (1) to be

|P | = κ and |N | = λ. (4)

For 0 ≤ κ + λ ≤ 4, let vGQC(κ, λ) be the set of Q’s that has exactly κ positive
qDCTCs strictly greater than φ1, and exactly λ negative qDCTCs strictly less
than −φ2. Mutual disjointness of vGQC(κ, λ)’s hold even with Eq. (4), i.e.,

⋂

0≤κ+λ≤4

vGQC(κ, λ) = ∅. (5)

In fact, the disjointness of the sets still holds after data embedding. During data
embedding: (i) magnitude of a qDCTC always increases, and (ii) qDCTC in the
interval [−φ2, φ1] is ignored. An example of the partitioning operation is shown
in Fig. 1 where each square block represents a GQC. The vGQCs of MME,
represented by the dark boxes in Fig. 1(a), are further characterized into six
different disjoint sets of vGQC(κ, λ) in Fig. 1(b). Based on Eq. (4), we divide an
image into exactly 15 disjoint vGQC(κ, λ) sets using 0 ≤ κ+λ ≤ 4. However, we
have to discard vGQC(0, 0) as it has no qDCTC outside the interval [−φ2, φ1]
for modification purposes. Note that different φi values result in different image
partition. For example, let Q be a vGQC with elements {0,−4, 2, 3}. Then Q ∈
vGQC(2, 1) when φ1 = φ2 = 1, but Q ∈ vGQC(1, 1) for φ1 = 2 and φ2 = 1.

All we need to do from now is to embed the messages μk, one at a time,
into vGQC(κ, λ) for 1 ≤ κ + λ ≤ 4 as in Mod4 [7]. That is, we embed μ1 into
vGQC(1, 1) by considering 2 message bits xyj at a time, forcing the modulus 4
of the sum σ of Q1

j ∈ vGQC(1, 1) to match xyj , and modifying qDCTCs in Q1
j

using SRM whenever required. We then continue in the same manner for the
rest of the message bits, and repeat the same process for the rest of μk’s using
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(a) MME vGQCs (b) vGQC(κ, λ)s partitioned

Fig. 1. Example: Distribution of vGQC(κ, λ)s in MME for φ1 = φ2 = 1

Qk
j ∈ vGQC(κ, λ) for different (κ, λ)’s. For completeness of discussion, note that

the message carriers vGQC’s in Mod4 [7] is obtained by taking the union of
vGQC(κ, λ) for

(κ, λ) ∈ Φ := {(1, 1), (1, 2), (1, 3), (2, 1), (2, 2), (3, 1)}. (6)

4 Parameter Selection

φi’s in Eq. (2), along with τj ’s in Eq. (1), determine if a GQC is classified
as vGQC, and φi’s themselves decide if a qDCTC is valid for modification. In
MME, they define how the image is partitioned into disjoint sets vGQC(κ, λ). If
an eavesdropper knows only the values of (κ, λ) that holds the secret message,
it is not enough to reveal the message carriers since for φ1 �= φ′

1 or φ2 �= φ′
2, the

image is partitioned into different disjoint sets, i.e., vGQC(κ, λ) �= vGQC′(κ, λ)
for 0 ≤ κ + λ ≤ 4. Now comes an interesting question:

When two or more independent messages for different recipients are em-
bedded into a cover image, how secure is each message?

We may use different encryption key to protect each message, but the messages
are in fact secure with respect to the knowledge of the parameters φ1, φ2, κ and
λ. In particular, we can embed each message using different parameter values
to enhance secrecy, and the disjointness property of vGQC(κ, λ) still holds for
different values of φ1 and φ2. However, some condition applies! Suppose

vGQC(κ, λ)
⋂

vGQC(κ′, λ′) �= ∅, (7)

for (κ, λ) �= (κ′, λ′). By definition, ∃Q ∈ vGQC(κ, λ) and Q ∈ vGQC(κ′, λ′).
For such Q, we seek the relations of κ with κ′ and λ with λ′ that give us a
contradiction, which then leads to the disjointness property.

– Suppose φ1 = φ′
1, then κ = κ′ must hold. Similarly, if φ2 = φ′

2, then λ = λ′

has to hold. No contradiction!
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– If φ1 > φ′
1 then κ < κ′.

By definition, Q has exactly κ qDCTCs strictly greater than φ1, which im-
plies that Q has at least κ qDCTCs strictly greater than φ′

1. Therefore κ ≥ κ′

holds. To reach contradiction, we set κ < κ′.
– If φ1 < φ′

1, set κ > κ′.
– If φ2 > φ′

2, set λ < λ′.
– If φ2 < φ′

2, set λ > λ′.

If the parameters are chosen to follow the conditions given above, MME ensures
the secrecy of each message while the vGQC sets are still disjoint.2 However,
when MME is operating in this mode, i.e., different parameters are used for
data embedding, (a) we sacrifice some message carriers that reduces the carrier
capacity, and (b) we can only embed two messages for current implementation
since 1 ≤ κ + λ ≤ 4.

Next we show why MME ensures that each message could be retrieved suc-
cessfully. Firstly, this is due to the mutual disjointness property held by each
vGQC(κ, λ). Secondly, SRM in Mod4 [7], i.e., magnitude of a qDCTC always in-
creases, ensures that no migration of elements among vGQC(κ, λ)’s. The embed-
ding process does not change the membership of the elements in any vGQC(κ, λ)
as long as the parameters are held constants. Last but not least, even if each
message is encrypted using a different private key (which is usually the case), it
does not affect the image partitioning process.

5 Image Quality Improvement

Since the magnitude of a qDCTC is always increased in SRM, we want to have
as many qDCTC as possible to share the modification load instead of having
one qDCTC to undergo all modifications. In Mod4 [7], a qDCTC belonging
to a vGQC may undergo three types of modification during data embedding,
i.e., none, one, and two modification(s). In particular, we want to avoid the two
modifications case. With this goal in mind, to embed short message μs, we choose
any set vGQC(κ, λ) so that κ + λ ≥ 3 where κ, λ ≥ 1, i.e.,

(κ, λ) ∈ Ψ := {(1, 2), (1, 3), (2, 1), (2, 2), (3, 1)}. (8)

For embedding μs, we are expecting to have better image quality as com-
pared to the Mod4. This is partially due to the fact that a qDCTC never
need to undergo two modifications per embedding bit. For a longer message
μl, if the length |μl| ≤ ΩΨ

3, we split μl into x ≤ 5 segments then embed
each segment into x number of vGQC(κ, λ)’s in some specified order. In case
of |μl| > ΩΨ , we embed μl into y ≤ 14 segments and embed each segment
into vGQC(κ, λ). However, 5 ordered pairs (κ, λ) ∈ Ψ will be considered first,
then {(1, 1), (0, 4), (4, 0), (0, 3), (3, 0), (0, 2), (2, 0)}, and {(0, 1), (1, 0)}. Therefore,
MME is expected to produce image quality no worse than Mod4 when we embed
a message of same length.
2 Impose |φi − φ′

i| ≥ 2 to ensure complete disjointness even after data embedding.
3 ΩΨ :=

�
(κ,λ)∈Φ Ω(κ, λ), where Ω(κ, λ) denotes the carrier capacity of vGQC(κ, λ).
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6 Experimental Results and Discussion

6.1 Carrier Capacity

Carrier capacity of six representative cover images is recorded in Table 1 in unit
of bits per nonzero qDCTCs (bpc) [8], where φ1 = φ2 = 1 and 80 for JPEG
quality factor. As expected, we observe that the sets Ω(0, 1), Ω(1, 0) and Ω(1, 1)
yield high carrier capacities while extreme cases like Ω(0, 4) and Ω(4, 0) yield
very low values. Also, when utilizing all 14 available vGQC(κ, λ)s, for the same
cover image, the carrier capacity of MME is at least twice the capacity of Mod4.
This is because, for the same parameter settings, Mod4 ignores vGQC(κ, λ)
whenever κ = 0 or λ = 0, in which they add up to more than half of Sum (right
most column in Table 1).

Table 1. Carrier Capacity for each vGQC(κ, λ) (×10−2bpc)

(κ, λ) / Image (0,1) (0,2) (0,3) (0,4) (1,0) (1,1) (1,2) (1,3) (2,0) (2,1) (2,2) (3,0) (3,1) (4,0) Sum

Airplane 6.25 2.53 0.93 0.48 8.84 6.36 3.34 2.20 3.64 3.82 3.42 1.28 2.80 0.63 46.58
Baboon 6.44 2.51 1.31 0.60 6.24 5.18 3.94 2.80 2.62 4.19 3.77 1.49 2.86 0.59 44.55
Boat 6.77 2.46 1.07 0.58 7.47 5.52 3.48 2.06 3.23 4.12 3.45 1.41 2.70 0.52 44.86
Elaine 7.56 1.91 0.82 0.36 7.37 4.33 2.79 1.75 2.72 3.06 2.17 1.35 1.89 0.36 38.43
Lenna 6.98 2.84 1.27 0.64 7.13 5.81 3.57 2.46 2.85 3.38 2.72 1.17 2.06 0.35 43.20

Peppers 7.60 3.38 1.12 0.50 6.61 4.95 3.50 2.20 2.12 3.26 2.89 0.99 2.10 0.34 41.55

6.2 Image Quality

We verify the improvement of MME over Mod4 in terms of image quality. In par-
ticular, we consider PSNR and Universal Image Quality Index (Q-metric) [9]. To
generate the stego image A′

k, we embed a short message of length Ω(κ, λ), (κ, λ) ∈
Ψ , into vGQC(κ, λ) of a cover image Ak using MME, and embed the same mes-
sage4 into Ak using Mod4. Here we show the PSNR and Q-metric values of
vGQC(2, 2) in Table 2, side by side. In this case, i.e., embedding message of
same length, MME outperforms Mod4. For the rest of (κ, λ) ∈ Ψ , the metric
values exhibited by MME are in general no worse than Mod4, thus for short
message, high image fidelity is ensured in MME.

Table 2. Image Quality

Image PSNR(2,2) Q-metric(2,2) PSNR(M) Q-metric(M) PSNR Q-metric
Mod4 MME Mod4 MME Mod4 MME Mod4 MME (All) (All)

Airplane 41.3246 41.3717 0.8883 0.8887 40.8586 40.9735 0.8857 0.8878 38.1639 0.8558
Baboon 34.6924 34.7346 0.9462 0.9465 34.4873 34.5805 0.9449 0.9457 33.0146 0.9277
Boat 38.6140 38.6451 0.8944 0.8948 38.2682 38.3682 0.8934 0.8942 36.3991 0.8812
Elaine 37.2189 37.2238 0.8763 0.8764 37.1760 37.1809 0.8759 0.8762 36.4436 0.8681
Lenna 40.8744 40.8930 0.8980 0.8982 40.6812 40.7985 0.8968 0.8976 39.0555 0.8844

Peppers 39.2878 39.3075 0.8852 0.8854 39.1425 39.2209 0.8842 0.8848 38.0161 0.8749

4 Not identical, but both are of same length, and exhibit same statistical distribution.
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Now we embed a message of length ΩΨ (Ak) into each Ak using MME and
Mod4. The PSNR and Q-metric values are also recorded in Table 2. As expected,
MME produces better image quality for all 6 cover images. The comparison for
message length of maximum embedding capacity of Mod4 is omitted since MME
can easily emulate Mod4 using Eq. (6). The PSNR and Q-metric values for stego
holding a message of length Sum (right most column of Table 1) are recorded in
the last two columns of Table 2. The degradation in image quality is low relative
to the increment of message length.

6.3 Steganalysis

Since MME is not LSB based and hence no partial cancelling, it is irrelevant to
consider χ2-statistical test [10] and breaking Outguess [11]. Because qDCTCs in
[−φ2, φ1] are left unmodified in MME, Breaking F5 [12] does not apply either.
However, we verified that MME is undetectable by the aforementioned classical
steganalyzers. For blind steganalysis, we employ Fridrich’s feature based stegan-
alyzer [8]. We consider a database of 500 Ak (grayscale, size 800 × 600 pixels).

Table 3. Stego Detection Rate

Embedding Rate(bpc) / Feature 0.050 0.025 0.050 0.025 0.025 0.025 0.025
MME MME Mod4 Mod4 OG F5 MB

Global histogram 0.580 0.545 0.415 0.415 0.500 0.485 0.530

Indiv. Histogram for (2,1) 0.550 0.535 0.490 0.475 0.505 0.535 0.520

Indiv. Histogram for (3,1) 0.645 0.605 0.435 0.465 0.520 0.535 0.515

Indiv. Histogram for (1,2) 0.610 0.545 0.480 0.445 0.505 0.550 0.455

Indiv. Histogram for (2,2) 0.510 0.525 0.510 0.475 0.500 0.555 0.455

Indiv. Histogram for (1,3) 0.590 0.595 0.515 0.385 0.565 0.570 0.445

Dual histogram for -5 0.430 0.450 0.630 0.450 0.525 0.490 0.530

Dual histogram for -4 0.485 0.515 0.460 0.460 0.470 0.520 0.605

Dual histogram for -3 0.400 0.405 0.460 0.440 0.510 0.500 0.445

Dual histogram for -2 0.455 0.435 0.430 0.530 0.530 0.400 0.625

Dual histogram for -1 0.570 0.540 0.435 0.410 0.505 0.455 0.405

Dual histogram for -0 0.430 0.560 0.370 0.450 0.440 0.325 0.375

Dual histogram for 1 0.445 0.460 0.430 0.445 0.420 0.520 0.540

Dual histogram for 2 0.495 0.495 0.455 0.475 0.520 0.500 0.545

Dual histogram for 3 0.555 0.460 0.455 0.515 0.510 0.460 0.455

Dual histogram for 4 0.500 0.565 0.455 0.505 0.535 0.555 0.425

Dual histogram for 5 0.485 0.490 0.545 0.590 0.390 0.475 0.420

Variation 0.535 0.530 0.630 0.620 0.560 0.530 0.635

L1 blockiness 0.545 0.535 0.395 0.625 0.425 0.515 0.600

L2 blockiness 0.570 0.560 0.510 0.400 0.730 0.640 0.550

Co-occurrence N00 0.580 0.565 0.490 0.495 0.660 0.620 0.530

Co-occurrence N01 0.550 0.540 0.485 0.465 0.620 0.560 0.485

Co-occurrence N10 0.510 0.495 0.470 0.385 0.525 0.470 0.390

SDR 0.565 0.500 0.595 0.470 0.880 0.630 0.695
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Since an adversary does not usually possess the parameter values, we consider
the random parameter scenario. For each Ak, A′

k is generated with φi ∈ {0, 1, 2}
by embedding two messages into vGQC(κ, λ) for any two (κ, λ) ∈ Ψ while sat-
isfying the conditions imposed in Section 4. 300 A′

k and their corresponding Ak

are used in training the classifier, and the remaining 200 A′
k are used for compu-

tation of stego detection rate, SDR :=Number of detected A′
k ÷ 200. Detection

rate for each individual feature and overall SDR are shown in Table 3 for MME,
Mod4 [7]5, OutGuess(OG) [3], F5 [4] and Model Based Steganography (MB) [5].

From the result, all considered method are detectable by Fridrich’s blind ste-
ganalyzer at rate ≥ 0.025bpc. However, both MME and Mod4 achieve lower
SDR than OG, F5 and MB. They stay undetected if we decrease the embed-
ding ratio to < 0.025bpc. Mod4 achieves lower SDR because MME concentrates
embedding in only two selected channels (i.e., vGQC(κ, λ)’s).

7 Conclusions

An extension of DCT-based Mod4 steganographic method is proposed to em-
bed multiple messages into an image. Message carriers are partitioned into
disjoint sets through the redefinition of vGQC. Each message cannot be ex-
tracted without knowing the parameter values. Analysis shows that disjoint-
ness of vGQC(κ, λ) sets are possible even with different parameter values, hence
covert communications to different parties could be carried out with different
message carrier partitioning secret keys. When embedding a message of the
same length, in general, the proposed method yields image quality no worse than
the conventional Mod4 method. Embedding at rate < 0.025bpc, MME achieves
SDR < 0.5.

Our future works include the improvement of MME to withstand blind ste-
ganalyzers, and to maximize the number of unique parameter values (keys) while
maintaining message carriers disjointness.
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