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Abstract In this work, we propose a scrambling framework for block transform com-
pressed image. First, three attacks are proposed to sketch the outline of the original image
directly from its scrambled counterpart by exploiting information deduced from the trans-
formed components. Based on the proposed sketch attacks, a scrambling framework aiming
to minimize the bitstream size overhead and prevent the leakage of visual information is put
forward. In particular, the DC components are manipulated within each non-overlapping
region to achieve the scrambling while simultaneously reducing the bitstream size overhead.
The non-DC components are shuffled and substituted to generate a completely distorted
image while preventing information leakage. The ideas are implemented in JPEG to verify
its performance and compare to that of the conventional JPEG based scrambling methods.
Results indicate that the proposed methods exhibit stable performance in terms of the bit-
stream size overhead when using different quality factors, and it is able to withstand the
proposed sketch attacks as well as the classical cryptographic attacks.
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1 Introduction

Encryption is the process of transforming a content into an unintelligible form so that
no one understands its original meaning [2]. Although conventionally intended for han-
dling texts, encryption algorithms are now frequently applied to manipulate multimedia
contents. This practice can be observed in the online store business and media broad-
casting environments where the copyrighted contents such as gallery art, pay TV, music,
etc., are encrypted prior to transmission for avoiding unauthorized viewing through inter-
ception [11]. However, the contents are usually large in size (e.g., image) or high in
bitrate (e.g., video) and hence they are usually stored and transmitted in some compressed
form.

While there are various approaches to encrypt raw-uncompressed contents (e.g., [20, 25,
29] for image), there are two general approaches to handle compressed content, namely:
(a) encryption then compression [10], and; (b) compression then encryption. The latest
work [36] of class (a) achieves high compression efficiency, but the method is not read-
ily applicable to the existing standards such as JPEG. In other words, it suffers from the
same problem of encrypting a compressed content using the existing algorithms (e.g., DES,
AES, or RSA), where the output is non-format compliant. Hence, in this work, we focus on
class (b), which hides the perceptual meaning of a compressed content while maintaining
format-compliance. This class of approaches is also commonly known as perceptual encryp-
tion [12], partial encryption [4], transparent scrambling [21], or selective encryption [16] in
the literature.

While there are numerous compression frameworks available, the block transform
approach with DCT (discrete cosine transform), including JPEG [7] for still image,
as well as MPEG1/2/4 [6, 8] and H.264/5 [9, 26] for video, appears to be the most
acceptable and considered one. Therefore, various scrambling methods are proposed to
manipulate contents stored in the aforementioned formats [13, 28, 33, 35]. However, the
existing scrambling methods for compressed images suffer from severe bitstream size
increment [13, 33, 35] due to improper treatment of components. In addition, the exist-
ing scrambling methods are vulnerable to the sketch attack [13], which exploits the
invariant structures and properties of block transform compressed image with respect to
scrambling.

In this work, we aim to achieve the following: (a) proposing three sketch attacks by
considering properties of transformed components; (b) recommending basic requirements
in the design of scrambling algorithm for block transform compressed image; (c) group-
ing transformed blocks into regions based on the outline coarsely deduced directly from
the non-DC components (i.e., AC in JPEG) to handle the DC components; and (d) propos-
ing a fully operational scrambling method for JPEG image. The rest of this paper is
organized as follows: Section 2 reviews the related block transform based compression
standards and the conventional scrambling methods. Section 3 proposes three attacks in
sketching the outline of the scrambled image. The proposed scrambling framework and
its augmentations to handle JPEG compressed images are then detailed in Section 4.
Section 5 describes the descrambling process. Section 6 records the experiment results,
compares the performance of the proposed and conventional scrambling methods, and
discusses the robustness of the proposed scrambling method against common cryptanal-
ysis. Section 7 presents our concluding remarks and identifies future directions for this
research.
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2 Related work

In this section, we briefly review the JPEG compression standard and describe the related
conventional JPEG image scrambling methods.

2.1 JPEG compression technique [7]

Although JPEG compression standard is proposed in year 1992 [7], it is still widely uti-
lized in our daily life thanks to the vast number of decoders that support its format, various
consumer digital cameras that save images in JPEG mode, and the large number of exist-
ing images stored in this format. In JPEG, intensity of the original image is shifted by
−128 and the output color is transformed from RGB to YCbCr. The chrominance channels
(i.e., Cb and Cr) may be sub-sampled, depending on the selected mode of operation. Then
each channel is further divided into non-overlapping 8 × 8 pixel blocks and DCT [23] is
applied to each block. The resulting components are subject to quantization using the QT
(quantization table) determined by the QF (quality factor). The quantized DC components
undergo DPCM based prediction while the quantized AC components are scanned in the
zigzag order. Figure 1 shows a simplified zigzag scan and its corresponding output of ZRV
(zero-run value) pairs. Then, the difference (i.e., error) for DC and the ZRV pairs for AC are
entropy coded using VLC (Variable Length Coding) such as Huffman coding. For an image
g of dimension 8M×8N pixels whereM andN are integer values, ifGu,v(i, j) is the (u, v)-
th transformed component of the (i, j)-th 8 × 8 block in the image g, the reconstruction
equation during decoding can be expressed as follows:

rec[u][v] = C × Gu,v(i, j) × QT [u][v], (1)

where C is a constant. The decoding process is almost the opposite of those in the encoding
phase and the details are omitted here.

2.2 Conventional JPEG based scrambling methods

Conventional JPEG based scrambling methods manipulate the underlying coding struc-
ture of the JPEG bitstream to hide visual information. In particular, components within
an JPEG bitstream, including the sign of quantized components, the position of quantized

Fig. 1 Zigzag scan and zero-run value pairs
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components, and quantization table(s) are manipulated. The common scrambling techniques
are summarized as follows:

i) DC Shuffling [34]: DC components within a window of m × n blocks are shuffled.
This approach is able to control the perceptual quality of the outline of the degraded
image at the expense of bitstream size increment.

ii) DC Error Mapping [18]: The errors produced by DPCM are mapped to other values
belonging to the same category. This approach maintains the bitstream size but it is
vulnerable to sketch attacks as detailed in Section 3.

iii) AC Sign Randomization [14]: This approach randomly flips the sign of each compo-
nent. It maintains the bitstream size of the original input image but it is vulnerable to
the sketch attack proposed in [13].

iv) AC Subband Shuffling [13, 15]: These methods rearrange the order of the components
within the same frequency subband as expressed in (2):

G
′
u,v(i, j) ← Gu,v(i

′, j ′), (2)

or within the same block as expressed in (3):

G
′
u,v(i, j) ← Gu′,v′(i, j). (3)

For both cases, 1 ≤ i, i′ ≤ M , 1 ≤ j, j ′ ≤ N , and 1 ≤ u, v, u′, v′ ≤ 8. Sub-
band shuffling achieves sufficient distortion to obstruct the appearance of the original
image. However, the scrambling based on (2) causes severe bitstream size overhead
(e.g., + ∼ 20 % in [13]) while the output generated with (3) fails to withstand sketch
attacks as detailed in Section 3.

v) AC ZRV Pair Scrambling [28, 33]: This class of methods shuffles the order of ZRV
pairs, including inter-block shuffling and intra-block shuffling. In [33], all ZRV pairs
from the entire image are extracted, shuffled, and redistributed back into the image.
These approaches achieve sufficient distortion, but side information (i.e, the num-
ber of nonzero components in each block) is required for reconstruction purposes.
For intra-block shuffling approaches [28], ZRV pairs are shuffled within each block.
Although no side information is needed, but it is vulnerable to sketch attacks as
detailed in Section 3.

vi) AC Block Shuffling [28]: AC component blocks are permuted as expressed by (4)
within a window of certain size:

B
′
AC(i, j) ← BAC(i′, j ′), (4)

where BAC(i, j) denotes the (i, j)-th AC block, i.e., G(i, j) without the DC compo-
nent. It is effective in achieving distortion and is robust against the sketch attacks [13]
since the detailed edge information is shuffled. It only causes insignificant change
in bitstream size due to byte-alignment [22]. However, it is insufficient because the
unaltered DC components will immediately reveal the outline of the original image.

vii) Coefficient Value Mapping [27, 35]: In [35], all DC and AC components (including
those of zero value) are mapped to a different value by using a chaotic map. Similarly,
in [27], the AC components are mapped by using a bijective function that depends on
a parameter. These methods significantly change the magnitude of the coefficients to
degrade the image quality. Although distortion is achieved, these methods suffer from
severe bitstream size overhead.
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3 Proposed attacks

This section proposes attacks to sketch the outline of the original image directly from its
scrambled counterpart. These attacks rely on two fundamental properties, i.e., DC and non-
DC components (AC components), in block transform compression.

To the best of our knowledge, the method proposed in [13] is the only sketch attack in
the literature. However, the threshold values need to be tuned manually, which inhibits its
viability to automate the sketching process. In addition, the DC components have not been
exploited by researchers to infer information about the original image for sketch purpose.
Therefore, in this work, first, the DC category attack is proposed to verify the robustness of
DC-based scrambling method against unauthorized viewing. Next, two threshold-free AC-
based sketch attacks are proposed. Finally, based on the proposed sketch attacks, four basic
requirements in the design of scrambling algorithm for block transform compressed image
are put forward to withstand the potential attacks. Without loss of generality, we base our
discussions on grayscale images.

3.1 DC category attack (DCCA)

During the JPEG encoding process, the DC prediction errors are stored and hence they are
readily available in the bitstream. Since DC prediction in JPEG can be considered as an
edge detection process, the prediction errors carry some form of edge information. Due to
the VLC structure, errors are grouped into categories [22]. Thus, for each category of errors,
we assign a representative value to coarsely sketch the edges in an image. In particular,

fSketch ←
{
2�log2 |ε|� × 3 if ε �= 0;
0 otherwise,

(5)

where ε is the DC prediction error, and the constant value 3 is multiplied for display purpose
based on our observation. Figure 2a, which is up-scaled by a factor of 8 for display purposes,
shows the sketch image produced by using (5). Visual inspection confirms the effectiveness
of DCCA in revealing the outline of an image from its scrambled counterpart directly.

3.2 AC component based attacks

We improve the idea in [13] by proposing two attacks to sketch the outline of the original
image directly from the scrambled JPEG compressed image. In particular, Li and Yan [13]

Fig. 2 Outline of the original image sketched by applying the proposed sketch attacks (a) DCCA, (b) INCC,
and (c) EAC on JPEG compressed image
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proposed nonzero count attack to sketch the outline of the original image. However, their
method requires the tuning of threshold values. Therefore, we propose two threshold-free
sketch attacks below.

The first method is called Improved Nonzero Coefficient Count (INCC) and it is
computed as follows:

fI (i, j) ← round

(
255 × c′(i, j)

max {c′(i, j)}
)

, (6)

where c′(i, j) denotes the number of nonzero AC components in the (i, j)-th 8 × 8 com-
ponent block G

′
(i, j). Note that the number of AC components gives an indication of the

complexity of a block [13]. Specifically, a larger value of INCC implies more complex
texture patterns are found in the block, and vice versa.

The second method is called Energy of AC Coefficient (EAC) and it is expressed as:

fE(i, j) ← round

(
255 × e′(i, j)

ē′

)
, (7)

where

e′(i, j) ←
(

8∑
u=1

8∑
v=1

|G′
u,v(i, j)|

)
− |G′

1,1(i, j)|, (8)

where |G′
u,v(i, j)| denotes the magnitude of G′

u,v(i, j) and

ē′ ← 1

M × N

M∑
i=1

N∑
j=1

e′(i, j). (9)

The energy of AC components indicates the strength of the edges, if any, founded in the
block. Higher AC energy suggests stronger edges, and vice versa. Figure 2b and c show the
sketches produced by the proposed attacks. Although the size of the output image is 1/8 of
its original counterpart, we can still clearly recognize the general appearance of the original
image (i.e., Lenna).

While the reduction of 1/8 in resolution for both the vertical and horizontal directions
may appear to be a drawback of the proposed sketch attacks, it should be noted that the pur-
pose here is to sketch the outline or infer visual information of the original image directly
from the scrambled image. Also, with the capability of the current consumer cameras in
capturing images at high resolutions (e.g., ∼ 12 Mega-pixel or 4000 × 3000 pixels), the
reduced resolution (i.e., by 1/8 in JPEG) is still relatively high, which justifies the viabil-
ity of the proposed attacks. The proposed attacks are also viable in sketching scrambled
video [3, 34] that was compressed by using older standards such as MPEG1/2.

We expect to succeed in sketching the outline of an image when the scrambling algorithm
in question fails to change the properties exploited the proposed sketch attacks (i.e., DCCA,
INCC and EAC). That is, the position and category of DC coefficients in DCCA, as well as
the number of nonzero AC coefficients in each block in INCC and the energy of nonzero
AC coefficients in each block in EAC.

3.3 Scrambling requirements

From the discussions above, it is concluded that a viable scrambling method for block trans-
form compressed image should consider the following four requirements: (a) bitstream size
overhead must be minimized; (b) the position or value of DC components must be manip-
ulated; (c) the number of nonzero AC components in each block of the output (scrambled)
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image must be manipulated to be different from the number in the input image; and (d)
the energy of AC components in each output block must be different from the one in the
original block. We found that [13, 28, 33, 35] satisfy requirements (b-d), i.e., robust against
sketch attacks using DC and AC components, but perform poorly for requirement (a). On
the other hand, [18] satisfies requirement (a), but fail the requirements of (b), (c) and (d).

4 Proposed scrambling framework

We propose a scrambling framework for block transform compressed image while aiming
to minimize bitstream size overhead and withstanding the proposed sketch attacks. In the
following sub-sections, we detail the process of rearranging the DC components, followed
by additional methods for scrambling non-DC coefficients (i.e., AC) to build a complete
scrambling method for JPEG compressed image.

4.1 Rearranging DC components (RDC)

A novel approach is proposed to efficiently scramble the DC components in block trans-
formed compressed image. The conventional methods can be classified into either (a)
shuffle the DC components [34]; or (b) map the DC component errors to other values
in the same category [18]. However, methods in class (a) result in bitstream size incre-
ment, while methods in class (b) are vulnerable to the proposed DC category attack (see
Section 3.1). Unlike these conventional methods, our proposed scrambling method rear-
ranges the DC components to simultaneously distort the image quality and minimize
bitstream size overhead.

In the ideal case, the compression efficiency gain is maximized when the DC compo-
nents are sorted in non-decreasing (or non-increasing) order prior to the prediction process.
However, the relative location of each DC value is lost and the overhead incurred for storing
the original locations is far higher than the compression gained. Therefore, a sub-optimal
approach is adopted in our proposed framework without invoking the sorting process. The
idea is based on our observations: (a) pixel intensity values within an object (or a con-
nected region) have relatively small variance (hence small prediction errors); and (b) a DC
component represents the average intensity value of its block.

Figure 3 shows the process flow for rearranging the DC components. First, a sketch of the
original (plaintext) image is obtained by applying the proposed sketch attack INCC on the
plaintext image, where the number of nonzero AC coefficients in each block is computed as
expressed by (6). This process is feasible because the AC coefficient blocks are still intact,
i.e., not modified yet. Note that EAC can also be used in place of INCC, but the sketch attack
used during reconstruction must be the same as that of during scrambling. The resulting
sketched image is then converted into a binary image using Otsu’s thresholding method with
the default parameter value of 0.5 [19]. Next, morphological operations, namely, erosion
followed by dilation using a window size of 3 × 3 pixels (i.e., opening), are applied to break
weak connectivity and remove isolated points. Next, the regions in the processed binary
image are labeled using 4-connectivity labeling operation as detailed in [5]. For each labeled
region, the DC components are extracted in the horizontal manner (i.e., left-to-right on odd
row, right-to-left on even row). The extracted DC components of each labeled region are
sequentially added to a queue. For simplicity, regions are considered in ascending order with
respect to their labels. Last, the queued DC components are de-queued to fill the positions
designated for DC components in raster order.
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Fig. 3 Flow of operations in processing DC components

By rearranging the DC components, we expect to achieve scrambling effect without sig-
nificantly affecting the bitstream size. However, the outline of the original image is still
recognizable in the processed image as shown in Fig. 4a. It is an expected outcome because
the non-DC (i.e., AC) coefficients, which carry the textural information of the image, remain
unaltered. Therefore, in the following sub-section, the JPEG encoder is modified to scram-
ble the DC and AC coefficients during encoding. It should be noted that the proposed
scrambling method is also applicable to image that is already stored in the JPEG format.

Fig. 4 Example of processed JPEG image



Multimed Tools Appl

Fig. 5 Modified JPEG encoder

4.2 Scrambling algorithm for JPEG

Figure 5 illustrates the design of our modified JPEG encoder to perform the entire scram-
bling process. Five operations, namely, the proposed scrambling operation for the DC
components (denoted as J1 and J2) and four conventional scrambling operations for
the AC components (denoted as J3, J4, and J5), are consolidated for scrambling
purposes:

J1 Rearrange DC: DC components are rearranged in groups based on the connected com-
ponents of the outline image as described in Section 4.1. The region labels can be
permuted to further promote robustness against unauthorized viewing or reconstruction
of the original image.

J2 DC Prediction Error Scrambling: Each newly predicted error is bijectively mapped to
a value from the same category as in [18]. The mapping is restricted to maintain the
same sign for avoiding possible decoding problems such as underflow and overflow. In
addition, a secret key k1 is used for generating the mapping.

J3 AC Sign Randomization: The sign of each nonzero AC component is multiplied (i.e.,
flipped) by a pseudo-randomly generated sequence of −1’s and 1’s [14] using a secret
key k2.

J4 AC Block Shuffling: The modified blocks (consisting of AC components only) are then
permuted globally using (4) [28]. For example, B ′

AC(1, 1) ← BAC(3, 2), and so forth.
A secret key k3 is used for generating the permutation map.

J5 AC ZRV Pair Scrambling: ZRV pairs are scrambled within a block as in [28] using a
secret key k4.

An example of the scrambled image (Lenna) is shown in Fig. 4b. It is observed that the
outline of Lenna is completely obstructed by the noise caused by processing the DC and AC
coefficients. Furthermore, the distortion level can be intensified by changing the entries of
the quantization table to larger numbers for saturating the pixel values (to some very small
or large numbers).

To facilitate the understanding of the proposed scrambling operations, Fig. 6 illustrates
the operations of block shuffling and ZRV pair scrambling. Specifically, Fig. 6a shows
the results of block shuffling (i.e., J4) for AC blocks of size 32 × 32 pixels, where the
numbers represent the indices for the AC blocks. On the other hand, Fig. 6b shows the output
of scrambling ZRV pairs (i.e., J5) using 16, 0, 0,−3, 5, 6, 0, 0, 0,−7 as the representative
sequence of AC components.
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Fig. 6 ZRV pair scrambling and block shuffling

5 Descrambling algorithm for JPEG

Here, we describe the descrambling algorithm to reconstruct the original image from its
scrambled counterpart. Figure 7 illustrates the design of our modified JPEG decoder to per-
form the descrambling process. Five operations, two descrambling operations for the DC
components (denoted as D1 and D2) and three descrambling operations for the AC compo-
nents (denoted as D3, D4 and D5), are consolidated for reversing the processes performed
during scrambling:

D1 Inverse Rearrange DC: DC components are rearranged in the correct locations based
on the connected components of the outline image, which will be detailed in the last
paragraph this section.

Fig. 7 Modified JPEG decoder
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D2 DC Prediction Error Descrambling: By using the same k1 as in the modified encoder
for scrambling, each decoded DC prediction error is remapped to the correct value.

D3 AC Sign Reconstruction: The sign of each nonzero AC component is multiplied by
the correct pseudo-randomly generated sequence of -1’s and 1’s [14] by using k2.

D4 AC Block Reconstruction: The modified blocks (consisting of AC components only)
are then reconstructed as in [28] using the correct index generated by k3.

D5 AC ZRV Pair De-scrambling: ZRV pairs are descrambled within a block as in [28]
using k4.

Unlike the scrambling algorithm, the AC coefficients are processed first, and the recon-
structed blocks of AC coefficients are utilized to sketch outline of the original image for
restoring the positions of the DC coefficients. Specifically, the descrambling process follows
the flow of D5, D4, D3, D2, and then D1.

Figure 8 shows the process flow for rearranging the DC components based on the out-
line information obtained from the sketch. Specifically, once the AC coefficients blocks
are reconstructed (i.e., operation D5, D4, and D3), outline of the image is obtained by
using the same sketch method (i.e., either INCC or EAC) as in the modified encoder.
Next, regions in the binarized sketch image are formed and labeled in the same manner
as in the modified encoder. For each region, a fixed length queue is reserved to accom-
modate the DC coefficients. Specifically, the DC components are extracted in the raster
scan order and put in the queue, starting from label 1. When a queue is full, the fol-
lowing DC coefficients are put in the next queues with labels 2, 3, and so forth until all
DC components are processed. Finally, the queues of DC components are de-queued to
fill each labeled region in the order of left-to-right on odd rows and right-to-left on even
rows.
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Fig. 8 Flow of inverse rearranging DC components
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6 Experiments

As a proof of concept, the proposed JPEG scrambling method is implemented using the ref-
erence software [30]. For experiment purposes, nine standard test images [31] (grayscale)
with the size of 512 × 512 pixels each (i.e., Elaine, F-16, Fishing boat, House, Lenna,
Mandrill, Peppers, Sailboat on Lake, and Splash) and the SIMPLIcity image dataset [24]
consisting of 1000 images (i.e., mixture of building, human, coast, train, animal, flower,
etc.) each with the size of 256×384 pixels are considered.Mersenne Twister [17] is utilized
as the pseudo-random number generator in which case it can be initialized using a 32-bit
seed. In the following sub-sections, we present the results generated by the proposed JPEG
scrambling method. Unless specified otherwise, QF is fixed at 75 and, the quantization table
values are set to 255. We first present the results in terms of distortion in Section 6.1. Then,
we compare the proposed and conventional scrambling methods in terms of robustness
against sketch attacks and bitstream size overhead in Section 6.2. Finally, security analysis
and the limitation of this work are discussed in Section 6.3 and 6.4.

6.1 Distortion

Figure 9 shows nine original images and the corresponding output images generated by the
proposed scrambling algorithm. It clearly demonstrates that the proposed method distorts
each image so that its outline is unintelligible regardless of its original texture. To quan-
tify the attained distortion, the SSIM [32] and PSNR values of the scrambled images are
recorded in the second and third columns of Table 1, respectively. Results suggest that the
processed image is significantly distorted since the SSIM and PSNR values are small.

To verify the effect of QF on the performance of the proposed method, Fig. 10 shows the
scrambled Lenna image compressed at QF ∈ {5, 15, 35, 55, 75, 95}, where QF = 5 and 95
represent the low and high fidelity images, respectively. Results indicate that our method

Fig. 9 Original images and outputs of the proposed scrambling method for various JPEG compressed images



Multimed Tools Appl

Table 1 SSIM and PSNR (dB) of output images of proposed methods

Image SSIM PSNR (dB)

Elaine 0.1100 6.1808

F-16 0.1205 5.4378

Fishing boat 0.0624 6.1711

House 0.0668 5.8528

Lenna 0.0903 6.1316

Mandrill 0.0227 6.3116

Peppers 0.0866 6.3002

Sailboat on lake 0.0495 5.9968

Splash 0.1882 5.6295

SIMPLIcity 0.0779 5.8275

can perceptually distort the image compressed at different QFs. It is observed that, when
QF increases, the encrypted image becomes more distorted because there are more nonzero
coefficients, which contributes directly to the appearance / distortion of the image. Here,
Lenna is utilized as the representative image and similar distortion results are obtained for
the other test images.

6.2 Comparisons with conventional methods

In this section, the proposed method is compared with the conventional scrambling meth-
ods [13, 18, 28, 33]. Note that the comparison in terms of image quality is omitted because

Fig. 10 Scrambled Lenna image for various JPEG quality factors
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Fig. 11 Destorted images for the test image Lenna scrambled by all scrambling methods considered (QP =
95)

the considered methods are capable in distorting the compressed image into some com-
pletely unintelligible forms and their output resemble noise as shown in Fig. 11. We do not
compare with [35] since the bitstream size increases severely (i.e., > 50 %).

First, spatial correlations between neighboring pixels are considered. Any practical
scrambling method will strive to conceal the perceptual information of the original image,
where the correlation among pixels is destroyed. Therefore, lower spatial correction in
any direction implies better performance. The spatial correlation value can be obtained as
follows:

Cxy = E[(x − μx)(y − μy)]
σxσy

, (10)

where E is the expectation function, μy is the average pixel value of the input image g,
and σy is the variance of the pixel values in g. μx and σx are defined similarly for the
shifted image gα . Here, α assumes the values of hor, ver, dig, denoting the direction of
right, bottom and diagonal (i.e., bottom-right), respectively. Specifically, the shifted image
gα is constructed as follows:

ghor(i, j) ← g(i, j + 1) (11)

gver(i, j) ← g(i + 1, j) (12)

gdig(i, j) ← g(i + 1, j + 1) (13)

The spatial correlation value for the horizontal, vertical and diagonal directions are recorded
in Table 2, where Ori denotes the original image. Here, the original image yields the high-
est correlation value regardless of the direction. On the other hand, the proposed method
yields the lowest correlation value among the scrambling methods considered. Hence, the
proposed method outperforms the scrambling methods considered in term of de-correlating
the pixels.

Table 2 Spatial correlation in the horizontal, vertical and diagonal directions (using Lenna compressed at
QF = 75 as test image)

Direction Ori Proposed Ref [13] Ref [28] Ref [33]

Horizontal 0.9737 0.3811 0.6102 0.8459 0.5710

Vertical 0.9868 0.3802 0.6495 0.8590 0.6206

Diagonal 0.9609 0.2697 0.4485 0.7302 0.3941
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Second, the robustness against sketch attack is compared. Among all methods consid-
ered, only [18] is vulnerable to the proposed sketch attacks, while the rest are able to
withstand them (i.e., DCEC, INCC and EAC). Specifically, when DCEC is performed on
the Lenna image scrambled by [18], an output similar to Fig. 2a is attained. It is because [18]
changes neither the category nor the position of the DC coefficients, i.e., requirement (a) is
not satisfied. On the other hand, [13, 28, 33] and the proposed scrambling method are robust
against sketch attacks because they satisfy requirement (b), (c) and (d).

Next, bitstream expansion due to scrambling is considered, where the results are recorded
in Table 3. The results for [18] is not listed because they are always near to zero. The
results clearly show that the conventional methods [13, 28, 33] suffer from bitstream size
overhead. Notably, [13] causes large bitstream size overhead, i.e., ∼ +20 % of the original
image. On the other hand, [18] and the proposed method are able to suppress bitstream
size overhead, where their overheads are significantly lower that those of the conventional
scrambling methods [13, 28, 33]. On average, the overhead for the proposed method and the
conventional methods [13, 28, 33] are +0.032 %, +3.518 %, +19.770 %, and +11.955 %,
respectively. Similar trends are observed for other QF values and we omit the results here.
For completion of discussion, Fig. 12 shows the graph of average bitstream size overhead
against QF using the SIMPLIcity dataset [24]. It is apparent that the the proposed scrambling
method consistently suppresses the bitstream size overhead (i.e., +0 %) all QFs considered,
while different behaviors are observed for the conventional methods.

Although [18] is able to suppress the bitstream size overhead, it is vulnerable to the
sketch attack DCEC. On the other hand, methods [13, 28, 33] are robust against the proposed
sketch attacks, but they suffer from bitstream size overhead. Therefore, we conclude that the
proposed method achieves superior and balanced performance where it is able to withstand
sketch attacks as well as suppressing bitstream size overhead.

6.3 Cryptanalysis

In this section, we analyze the robustness of the proposed method against conventional
cryptanalysis. By attack, we assume that the adversary does not have the key used during
scrambling.

Table 3 Percentage of bitstream size expansion for JPEG (QF = 75)[%]

Image Proposed Ref [28] Ref [13] Ref [33]

Elaine +0.615 +3.464 +9.258 +11.565

F-16 +0.044 +3.985 +25.661 +12.980

Fishing boat +0.141 +2.468 +17.224 +10.572

House +0.067 +2.719 +23.199 +10.904

Lenna −0.241 +4.145 +21.445 +14.404

Mandrill +0.092 +1.459 +10.673 +6.396

Peppers +0.010 +4.506 +17.836 +14.214

Sailboat on lake −0.144 +3.422 +16.640 +11.054

Splash −0.274 +5.383 +17.319 +16.694

SIMPLIcity +0.04 +2.698 +27.931 +10.377

Average +0.032 +3.518 +19.770 +11.955
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Fig. 12 Graph of average bitstream size overhead against quality factor for the SIMPLIcity dataset [24]

From the perspective of cryptanalysis, a scrambling method is said to be robust if it is
computationally infeasible to perform all trials of combinations for reconstructing the orig-
inal image when given only the scrambled image, which is commonly referred to as the
plaintext only (i.e., brute force) attack. Let ζ(i, j) denote the number of nonzero AC com-
ponents in the (i, j)-th 8× 8 block in an JPEG compressed image and C denote the number
of regions deduced from the AC components. The total number of possible combinations
for each process is listed as follows:

C! combinations for region labels : N(J1)

15∏
k=0

(
2k

2

)
! combinations for DC errors : N(J2)

2ζ combinations for AC sign information : N(J3)

M∏
i=1

N∏
j=1

(ζ(i, j))! combinations for ZRV pairs : N(J4)

(M × N)! combinations for block shuffling : N(J5),

where k denotes the number of categories and ζ ← ∑M
i=1

∑N
j=1 ζ(i, j). To perform the

brute force attack, one needs to consider
∏5

l=1 S(Jl) different combinations, which is a
very large number. For example, there are at least 1024! combinations for N(J5) itself
for M = N = 32 when each block has at least one nonzero AC coefficients. There-
fore, the proposed scrambling method is robust against the brute force (i.e., plaintext only)
attack.

Next, we consider the chosen-plaintext attack, where the adversary has access to the
corresponding scrambled image for any input image. The goal of the chosen-plaintext
attack is to determine the permutation and mapping functions by tracing the elements
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(e.g., coefficients) in the images before and after scrambling. As such, a scrambling method
is said to be robust against the chosen-plaintext attack when it is infeasible to trace the
elements using the corresponding pairs of input and scrambled images. Note that, in our pro-
posed scrambling method, the processes that manipulate DC and AC components depend
on the texture of the image. In particular, DC components are rearranged into regions based
on the structure of the image, which is inferred by the AC components. Furthermore, the
AC components in each block are shuffled in a manner such that (a) the nonzero AC com-
ponents are shuffled within each block, and (b) the blocks are shuffled globally. In addition,
the Huffman codewords for ZRV pairs can be bijectively mapped to other codewords with
the same length, which reconstructs a different image.

With the aforementioned operations performed by the proposed scrambling method,
there are too many possible pairings (combinations) of coefficients (both DC and AC)
before and after the scrambling process. These huge number of combinations are due to the
proposed scrambling framework, which depends on the texture of the plaintext image, as
well as the mapping of AC coefficients. In other words, there is no straightforward way to
trace the coefficients in the corresponding plaintext and ciphertext images. Therefore, the
proposed scrambling framework is robust against the chosen-plaintext attack.

6.4 Discussions

Our experiments were conducted on JPEG compressed grayscale images from the standard
test images from SIPI [31] and SIMPLIcity image data set [24]. We may consider color
images from databases such as Berkeley segmentation data set and benchmark (BSD500) [1]
and apply the proposed scrambling framework directly to both luminance and chrominance
channels (i.e., Y, Cb, and Cr). However, to the best of our knowledge, there is no commonly
accepted and reliable quality metric for color image with similar reputation of PSNR or
SSIM for grayscale images. Therefore, the measured distortion caused by scrambling may
not be conclusive.

On the other hand, as an extension of applications, the proposed framework can be
directly applicable to the I-frame in older generations of video compression standard (e.g.,
MPEG1/2). However, scrambling motion compensated frames and handling INTRA pre-
dicted blocks in recent standards such as H.264/5 require further analysis and effort to
minimize bitstream size overhead while ensuring robustness against possible sketch attacks
as well as classical cryptanalysis.

We shall further pursue the aforementioned limitation and extension as our future
work.

7 Conclusions

In this paper, we proposed a framework to rearrange DC components for scrambling block
transform compressed image while aiming to minimize bitstream size overhead. Three
sketch attacks were first proposed to attack ciphertext image produced by the conven-
tional scrambling methods. The mechanism of these attacks was utilized in the proposed
framework to guide the manipulation of the DC components. The proposed framework was
augmented with various operations to form a complete scrambling method for JPEG image.
Experimental results verified that the proposed scrambling method can severely degrade the
quality of a JPEG compressed image while achieving smaller bitstream size overhead with



Multimed Tools Appl

more stable performance when compared to the conventional JPEG scrambling methods.
In addition, the proposed scrambling method survives all three sketch attacks, brute-force
attack as well as chosen-plaintext attack.

As future work, we will exploit the information deduced from the non-DC components
in applications such as image processing and compression. We also plan to extend this
framework to the other block transform compressed contents such as JPEG2000 and JPEG-
XR image, as well as H.264/5 video.
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