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This paper presents a novel semi-fragile watermarking scheme for image content authentication with
tampering localization. The proposed scheme uses a non-traditional quantization method to modify
one chosen approximation coefficient of each non-overlapping block to ensure its robustness against inci-
dental attacks and fragileness against malicious attacks. The image content authentication starts with
extracting watermark using the parity of quantization results from the probe image, where the round
operation is used to ensure the semi-fragile property. It then constructs a binary error map and computes
two authentication measures with M1 measuring the overall similarity between extracted and embedded
watermarks and M2 measuring the overall clustering level of tampered error pixels. These two measures
are further integrated to confirm the image content and localize the possible tampered areas. Our exper-
imental results show that our scheme outperforms four peer schemes and is capable of identifying inten-
tional tampering and incidental modification, and localizing tampered regions.

� 2010 Elsevier Inc. All rights reserved.
1. Introduction and related work

Trustworthy digital multimedia plays an important role in
applications such as news reporting, intelligence information gath-
ering, criminal investigation, security surveillance, and health care.
However, this trustworthiness could no longer be granted since
users can easily manipulate, modify, or forge digital content with-
out causing noticeable traces using low-cost and easy-to-use digi-
tal multimedia editing software. Therefore, digital multimedia
authentication has become an important issue.

Recently, digital watermarking techniques have been consid-
ered as one of the promising techniques for multimedia authenti-
cation. Among these, semi-fragile watermarking techniques have
been proposed to protect copyright and prove tampering of the
digital content. These techniques allow acceptable content-
preserving manipulations (i.e., changing the quality of the image
without modifying the image content) such as common image pro-
cessing (e.g., image blurring, Gaussian low-pass filtering, median
filtering, and salt and peppers noise attacks) and JPEG/JPEG2000
compression, while detecting content-altering malicious manipu-
lations such as removal, addition, and modification of objects.
We briefly review several representative semi-fragile watermark-
ing schemes in the domain of discrete cosine transform (DCT) or
discrete wavelet transform (DWT). In general, these schemes use
ll rights reserved.
the chosen transform domain as the media to embed and extract
watermarks. They then use the extracted watermarks to authenti-
cate the digital content and localize the tampered areas if possible.
1.1. DCT-based semi-fragile watermarking schemes

Lin et al. [1] propose to embed Gaussian distribution-based
block patterns in the DCT domain. The tampering detection is
made by verifying the correlation on these block patterns. This
scheme can identify altered regions within a watermarked image
with 75% accuracy under moderate compression and near 90%
accuracy under light compression. Lin and Chang [2,3] propose to
generate the invariant features at a predetermined JPEG quality
factor and embed these features into mid-frequency of 8 � 8 DCT
blocks. This scheme is robust against substitution of blocks and im-
proves Lin et al.’s scheme [1] in that false alarms near edges hardly
occur. However, they both fail to detect malicious attacks which
preserve the sign of the DCT coefficients. Ho and Li [4] propose a
similar yet better scheme by using the relationship of DCT coeffi-
cients in the low and middle frequencies. This scheme protects
the authenticity of the compressed watermarked image when the
JPEG quality is higher than their predefined lowest authenticable
quality. Maeno et al. [5] propose two methods to address the short-
comings of Lin and Chang’s approach [2,3]. The first method adds a
random bias factor to the fixed decision boundary to catch the
malicious manipulation and keep the false alarm rate low. The
second method uses the non-uniform quantization scheme to
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improve the accuracy in encoding the relationships between paired
transform coefficients and increase the alteration detection sensi-
tivity. Other representative DCT-based semi-fragile watermarking
schemes include Eggers and Girod’s method [6], Fridrich’s method
[7], and Lan et al.’s method [8].

1.2. DWT-based semi-fragile watermarking schemes

Kundur and Hatzinakos [9] embed a watermark in the quantized
DWT domain. Yu et al. [10] embed a watermark in the average val-
ues of a number of wavelet coefficients in one of the detail subbands.
Zhou et al. [11] propose to embed a signature from the original
image into the wavelet coefficients. Kang and Park [12] incorporate
the just noticeable differences feature to better discriminate mali-
cious from non-malicious attacks. Hu and Han [13] propose to
extract image features from low-frequency wavelet coefficients to
generate two watermarks: one for classifying the intentional con-
tent modification and the other for indicating the modification loca-
tion. Liu et al. [14] use DWT-based Zernike moments as features for
the authentication task. Zhu et al. [15] apply the block-mean-based
quantization strategy to embed the inter-block and intra-block
signatures in the DWT domain for tamper detection and localiza-
tion, respectively. Yang and Sun [16] embed the watermark by inte-
grating the human visual system model to modify the vertical and
horizontal subbands of image sub-blocks. Che et al. [17] use the dy-
namic quantized approach to embed watermark in low-frequency
wavelet coefficients. Cruz et al. [18] employ the vector quantization
method to embed a robust signature into the approximation sub-
band of each image sub-block. However, all these schemes are only
robust to moderate JPEG compression (i.e., JPEG compression of
higher than 50% or 60% quality factor). The false alarm rates for
watermarking schemes proposed in [9–15,18] are high under the
common image processing attacks. Specifically, two schemes pro-
posed in [9,14] achieve a 32 � 32 detection unit and Cruz et al.’s
scheme [18] achieves a 16 � 16 detection unit.

In this paper, we propose a novel semi-fragile watermarking
scheme by embedding a private-key-based random watermark
bit sequence in the wavelet domain using the quantization meth-
od. The proposed watermarking scheme further utilizes two
authentication measures derived from a binary error map to
authenticate the image content and localize the tampered areas.
Our proposed scheme also possesses all the desired properties
for an effective authentication watermarking scheme [19], includ-
ing invisibility, tamper detection, security, identification of manip-
ulated areas, oblivion with no transmission of any secret
information, and discrimination of incidental distortion and mali-
cious tampering. Our contributions are:

� Applying the quantization method to embed the private-
key-based watermark in one chosen approximation wavelet
coefficient of each block so that a majority of image distortions
can be detected in the authentication process.
� Defining two kinds of tampered error pixels (e.g., strongly tam-

pered and mildly tampered error pixels) and two authentication
measures to quantitatively detect the authenticity of the probe
image and prove tampering.
� Using a binary error map together with the two authentication

measures in the authentication process to compensate the pos-
sible misclassification in the error map, capture all possible dis-
tortions, and localize all possible tampered areas.
� Applying randomness strategies to increase the security of the

proposed system.

The remainder of the paper is organized as follows: Section 2 pre-
sents the proposed semi-fragile watermarking scheme. Section 3
quantitatively evaluates the performance of the proposed scheme.
Section 4 compares the proposed scheme with four peer systems
[5,16–18] on extensive experiments and demonstrates the effec-
tiveness of the proposed scheme. Section 5 draws the conclusions.
2. The proposed scheme

The proposed scheme consists of three components: watermark
embedding, watermark extraction, and watermark authentication.
In the following subsections, we explain each component in detail.

2.1. Watermark embedding

We divide the original image into non-overlapping 4 � 4 blocks
and embed the private-key-based random watermark bit sequence
W in the wavelet domain of each unique randomly chosen 4 � 4
block. The algorithmic view of the embedding procedure is shown
in Fig. 1.

Here, we choose the wavelet transform domain over the other
domains as the embedding media mainly due to its excellent spa-
tial-frequency localization and its compatibility with the upcoming
JPEG2000 image coding standard. We choose the low-frequency
components in each 4 � 4 block to embed a watermark bit since
high frequency components are affected by most image processing
techniques and small blocks lead to high capability in localizing
the possible tampered areas. Specifically, we utilize the parity of
the quantized value of the approximation coefficient to embed
the watermark. The parity of a value is 0 when the value is divisible
by 2 and the parity of a value is 1 when the value is not divisible by
2. To ensure the watermark invisibility and increase the robustness
against common image processing attacks, we choose to use one of
four values (i.e., X) of the approximation subband as the media for
the embedding process. The strategy of embedding a watermark
bit is as follows: compute the quantized value Xq by getting the
integer part of X divided by a quantizer q. If the parity of Xq equals
to the embedding bit, change X to Xq � q. Otherwise, change X to
Xq � q plus q. All these changes ensure that the parity of the mod-
ified X is consistent with the embedding bit. It should be noted that
the bigger the q, the bigger the changes, the worse the quality of
the watermarked image, and the stronger the robustness. In our
system, we set q as 15, which is empirically determined based on
the tradeoff among invisibility, robustness, and fragileness. The
randomness strategies summarized in steps 3–5 increase the secu-
rity of our system. First, the order of 4 � 4 blocks can be easily
reproduced by the same secret keys K2 and K3. In the meantime,
the reproduction of this order is computationally infeasible with-
out knowing K2 and K3. Second, the random sequence S can be eas-
ily reproduced by the same secret keys K4, K5, and K6. In the
meantime, the reproduction of this sequence is difficult without
knowing all three secret keys. It should also be noted that the
boundary check process (step 6.6) is necessary when a block is
all 0’s (black) or all 255’s (white).

Fig. 2 illustrates the effects of embedding the watermark in the
approximation subbands of the wavelet domain using the above
quantization method. This figure shows that each chosen LLi(x, y)’s
is modified to the nearest 0 bin (the dashed line) or 1 bin (the solid
line) according to its quantized value Xq and the embedding bit Wi.

2.2. Watermark extraction

The watermark extraction process uses the same one-way hash
function together with the two secret keys K2 and K3 to choose the
order of non-overlapping 4 � 4 blocks for extracting watermark. It
then uses the parity of the quantized value X0 of the approximation
subband of each block to extract the watermark bit. The detailed
watermark extraction steps are summarized in Fig. 3.



Fig. 1. The algorithmic view of the watermark embedding procedure. (See above-mentioned references for further information.)

Fig. 2. Illustration of the quantization process.

Fig. 3. The algorithmic view of the watermark extraction procedure.
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Fig. 5. The algorithmic view of the authentication process.
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2.3. Watermark authentication

We generate a binary error map to perform the watermark
authentication task. Since the extracted watermark EW reflects
the changes of local intensity resulting from attacks, we construct
the error map, i.e., ErrorMap, by mapping the absolute difference
between EWi and Wi (e.g., |EWi �Wi|) onto its corresponding
4 � 4 block. The 0’s and 1’s in ErrorMap indicate the match and
mismatch between extracted and embedded watermarks, respec-
tively. In other words, any pixel with the value of 1’s in ErrorMap
is an error pixel. In our system, we classify the error pixels into
three categories: strongly tampered, mildly tampered, and isolated
error pixels. Fig. 4 illustrates these three categories of error pixels
in red solid circles using a window size of 3 � 3. Specifically, we
consider an error pixel as strongly tampered if at least four of its
eight neighbors are error pixels (marked by black solid circles);
an error pixel as mildly tampered if one, two, or three of its eight
neighbors are error pixels; and an error pixel as isolated (e.g., likely
caused by noise) if none of its eight neighbors is an error pixel.
Since any malicious attack normally tries to modify the image con-
tent (e.g., smoothly remove/modify an object in an image and/or
add an object in an image) without causing any suspicion from
the image owner and sparsely manipulating individual pixels in
an image will not modify the image content, we do not consider
the isolated error pixel as the tampered error pixel and consider
both strongly tampered and mildly tampered error pixels as tam-
pered error pixels. It should be noted that the window size and
thresholds of the number of neighboring error pixels in the win-
dow for defining strongly tampered and mildly tampered error pix-
els can be set differently based on the specific application
requirement. They also determine the sensitivity of the authentica-
tion process.

We then define two authentication measures, M1 and M2, to
protect copyright and prove tampering, where M1 measures the
overall similarity between extracted and embedded watermarks
and M2 measures the overall clustering level of the tampered error
pixels. We compute M1 as the percentage of error pixels (i.e., 1’s) in
ErrorMap. We compute M2 as the ratio of the number of strongly
tampered error pixels to the number of tampered error pixels in
ErrorMap. The value of M2 is set to 0’s when the number of tam-
pered error pixels is zero.

Finally, we design a quantitative method to decide the authen-
ticity of the probe image based on our defined two authentication
measures. The algorithmic view of the authentication process is
summarized in Fig. 5.

It is important to apply the median filtering on ErrorMap when
M1 is less than or equal to 0.1 (i.e., at most 10% of 4 � 4 blocks are
detected as distorted). Due to the small amount of distortions, we
can infer that the probe image must have undergone small mali-
cious attacks or moderate incidental attacks. That is, the tampered
regions would be small and tend to cluster if malicious attacks oc-
curred and the tampered regions would be small and tend to scat-
ter if moderate incidental attacks occurred. This median filtering
removes all mildly tampered error pixels. It also turns non-error
(a)                 (b)               (c) 

Fig. 4. Examples of three categories of error pixels shown in red solid circles. (a)
Strongly tampered error pixel. (b) Mildly tampered error pixel. (c) Isolated error
pixel. (For interpretation of the references to colour in this figure legend, the reader
is referred to the web version of this article.)
pixels as error pixels if the non-error pixels are surrounded by at
least five error pixels. That is, this filtering keeps the clustered er-
ror pixels intact and makes scattered mildly tampered error pixels
and isolated error pixels disappear. As a result, the small malicious
attack leads to a larger M2 value due to the removal of mildly dis-
torted error pixels. Our extensive experiments show that the value
of 0.1 for Tmedian works well on all 200 test images and all the sim-
ulated attacks.

The remaining thresholds, i.e., Terrorbit, Thalferrorbit, and Tmalicious,
involved in the authentication process are determined based on
the predefined false negative probability of 10�6. The threshold
for Terrorbit is derived as follows: A pixel in ErrorMap can have a
value either 0’s or 1’s. When the embedded watermark is a pri-
vate-key-based random watermark bit sequence and the original
watermark bit sequence is not embedded in the image in question,
the probability that the extracted watermark bit sequence will
match the original watermark bit sequence can be considered to
be 0.5 for each bit. This is equivalent to the tossed coin problem,
which inherently has only two possible and equally likely out-
comes. As a result, the probability for a pixel in Errormap to be 0
or 1 is 0.5 and each pixel is a binomially distributed random vari-
able. The expected value (i.e., E(errorbit)) and the variance of error
bits (i.e., Var(errorbit)) are respectively 0.5 � numel and
0.25 � numel, where numel is the total number of pixels in
ErrorMap. Therefore, we deduce the threshold for detecting if the
probe image has been embedded with the watermark bits by:

PðTerrorbit P s1Þ ¼ 1� PðTerrorbit < s1Þ

� 1�U
s� EðerrorbitÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

VarðerrorbitÞ
p
" #

P 1� 10�6

) s1 P 7924:9) Terrorbit P
7924:9
numel

¼ 0:4837

ð7Þ

Here, U approaches the normal distribution with expected value 0
and variance 1 when numel is large (refer to Appendix A for proof).
Hence, we consider that the image is not embedded with our water-
mark if M1 P Terrorbit = 0.4837 and use a half of Terrorbit as Thalferrorbit,
which is the threshold for distinguishing incidentally attacked
watermarked images from authenticated watermarked images.

The threshold for Tmalicious is derived as follows: The probability
for a pixel to be detected as tampered error pixels is ½[1 � (½)8] =
255/512 = 0.4980. The probability for a pixel to be detected as
strongly tampered error pixel is C4

8 þ C5
8 þ C6

8 þ C7
8 þ C8

8

� �
�

0:59 ¼ 163=512 ¼ 0:3184. Then the expected value (i.e., E(strong-
tampix)) and the variance of strongly tampered error pixels (i.e.,
Var(strongtampix)) are 163/512 � numel and 163/512 � (1 � 163/
512) � numel = 0.2170 � numel, respectively. The expected value
of tampered error pixels (i.e., E(tampix)) is 0.4980 � numel. There-
fore, we deduce the threshold for detecting malicious attacks by:
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PðTmalicious P s2Þ ¼ 1� PðTmalicious < s2Þ

� 1�U
s� EðstrongtampixÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

VarðstrongtampixÞ
p
" #

P 1� 10�6

) s2 P 4964:9) Tmalicious P
4964:9

EðtampixÞ ¼ 0:6085

ð8Þ

Here, U approaches the normal distribution with expected value 0
and variance 1 when numel is large (refer to Appendix A for proof).
Hence, we consider the attack on the watermarked image is mali-
cious if M2 P Tmalicious = 0.6085.

2.4. Validation of the defined error pixels and authentication measures

Our definitions of the three categories of error pixels and the
two authentication measures are guided by the following observa-
tions. (1) Most error pixels would spread across the error map if
incidental attacks were made on the watermarked image. (2) Most
error pixels would cluster in distorted regions if malicious attacks
were made on the watermarked image. Fig. 6 demonstrates these
two observations by showing the error pixel distribution after per-
forming two attacks (e.g., obvious malicious attack by adding a
black square and JPEG compression attack with the 70% quality fac-
tor) on the standard watermarked ‘‘Lena’’ image, respectively. For
the error pixel distribution under each attack, we sequentially dis-
play the distribution of all error pixels (i.e., ErrorMap), tampered
error pixels, and strongly tampered error pixels. We clearly ob-
serve the following: (1) Fig. 6(a) shows that ErrorMap contains
exclusively clustered tampered error pixels when the malicious at-
tack is applied to the watermarked image. The strongly tampered
error pixels are also clustered within the tampered areas under this
malicious attack. (2) Fig. 6(b) shows that ErrorMap contains a
majority of randomly spread tampered error pixels when the inci-
dental attack is applied to the watermarked image. The strongly
tampered error pixels tend to be isolated under the incidental at-
tack. Based on the predefined thresholds, our system successfully
detects each watermarked image shown in Fig. 6(a) and (b) as
maliciously attacked and incidentally attacked, respectively.

3. Performance analysis

In the following, we quantitatively evaluate the performance of
the proposed scheme in terms of the quality of the watermarked
image, the effects of the quantizer q, the tampering detection sen-
sitivity, and the localization capability.

3.1. The quality of the watermarked image

In the proposed scheme, the image distortion is caused by the
modifications of the wavelet coefficients in the embedding process.
Both the quantizer q and the watermark payload p (i.e., the number
of watermark bits embedded in the host image) affect the quality
of the watermarked image. In the following, we derive the mean
(a) M1 = 0.0325 and M2 = 0.8218

Fig. 6. Illustration of the error pixel distribution. (a) The maliciously attacked waterm
corresponding ErrorMap’s in terms of all error pixels, tampered error pixels, and strongly
pixels.
squared error (MSE) incurred in the embedding process. Since
there is roughly an equal distribution of all values in the approxi-
mation subband (i.e., the statistics for the approximation subband
differ significantly from the detail subbands) [22], we assume that
the original wavelet coefficients in the approximation subband are
uniformly distributed over the range of [kq, (k + 1)q] for k 2 Z.
When the parity of the quantization result of the original wavelet
coefficient LLi(x, y) matches the embedded watermark bit Wi,
LLi(x, y) is modified to the lower-bound kq, and the MSE caused
by this quantization is:

MSE1 ¼
1
q

Z q

0
s2ds ¼ q2

3
ð9Þ

Otherwise, LLi (x, y) is modified to the upper-bound (k + 1)q and the
MSE caused by this quantization is:

MSE2 ¼
1
q

Z q

0
ðs� qÞ2ds ¼ q2

3
ð10Þ

As a result, the average distortion caused by embedding one water-
mark bit is q2/3 and the MSE of embedding p watermark bits in the
block-based wavelet domain is:

MSE ¼ p� q2

3�W � H
ð11Þ

where W and H are the width and the height of the host image,
respectively. According to the Parseval’s theorem, the MSE of the
entire image equals to its counterpart in the wavelet domain. There-
fore, the PSNR value of the watermarked image is:

PSNR ¼ 20log10
255

q

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
3�W � H

p

s !

¼ 20log10
255

q

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
3�W � H

W�H
bs�bs

s !

¼ 20log10
255� bs

q

ffiffiffi
3
p� �

ð12Þ

where bs denotes the size of each embedding square block. It clearly
reveals that the quality of the watermarked image is determined by
p and q. Smaller p’s and q’s lead to larger PSNR values. In our system,
we set q as 15 and chose block size bs as 4. Therefore, p equals to
W � H/16 and the expected PSNR value is around 41.42 db. Based
on (12), the expected PSNR values are 44.12, 42.66, 40.33, and
39.37 for quantizers of 11, 13, 17, and 19, respectively.

Our experimental results on 200 8-bit grayscale images show
that the average PSNR values of their watermarked images by using
our scheme with quantizers of 11, 13, 15, 17, and 19 are 43.86,
42.11, 40.68, 39.97, and 38.99, respectively. These averages are
consistent with our computed expected values and are higher than
the empirical value (e.g., 35.00 db) for the image without perceiv-
able degradation [23]. These averages also confirm that the quality
of the watermarked image degrades as the quantizer increases and
our choice of the quantizer of 15 achieves excellent quality with a
high PSNR value of above 40 db.
(b) M1 = 0.0542 and M2 = 0

arked image. (b) The 70% JPEG compressed watermarked image. Along with their
tampered error pixels. The size of the error map is enlarged for easy reading of error



     (a)                    (b) (c)

Fig. 8. Illustration of different error pixels distributions in 3 � 3 blocks. (a) Nine
error pixels with 5 strongly tampered error pixels (1 case and M2 = 0.56). (b) Eight
error pixels with 5 strongly tampered error pixels (4 cases and M2 = 0.625). (c)
Seven error pixels with 5 strongly tampered error pixels (2 cases and M2 = 0.714).
(For interpretation of the references to colour in this figure legend, the reader is
referred to the web version of this article.)
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3.2. The effects of the quantizer q

To further validate the choice of the quantizer, we tested the
performance of the proposed scheme under various JPEG lossy
compression attacks using different quantizers (e.g., 11, 13, 15,
17, and 19). Fig. 7 shows the average values of M1’s and M2’s of
200 watermarked images after no attack and after ten levels of
JPEG compression with a quality factor of 100% down to 10% with
a step size of 10%. We also show the two threshold lines of 0.4837
and 0.2418 for M1 and the threshold line of 0.6085 for M2 to facil-
itate comparison. The figure clearly demonstrates the following:
(1) The M1 and M2 values are 0’s under no attack and after the JPEG
compression of 100% quality factor. (2) For each chosen quantizer,
the M1 and M2 values increase as the JPEG quality factor decreases.
(3) For each JPEG compression quality factor, the M1 and M2 values
increase as the quantizer decreases. (4) For all quantizers, the M1

value is below the threshold of 0.2418 for quality factors higher
than 60% and the M2 value is below the threshold of 0.6085 for
quality factors higher than 10%. To ensure our scheme achieves
excellent watermark invisibility with the PSNR value around
41 db and is robust to JPEG compression of quality factors higher
than 50%, we choose q as 15.

3.3. The tampering detection sensitivity

The tampering detection sensitivity of the proposed scheme is
determined by the quantizer. The error map captures the changes
in the quantization results and makes the tampering detectable for
k 2 Z in the following two cases:
(1) The wavelet coefficient LL0iðx; yÞ of the watermarked image is
2kq and the manipulation causes a shift of LL0iðx; yÞ in the
range of [(0.5 + 2k)q, (1.5 + 2k)q).

(2) The wavelet coefficient LL0iðx; yÞ of the watermarked image is
2kq + q and the manipulation causes a shift of LL0iðx; yÞ in the
range of [(1.5 + 2k)q, (2.5 + 2k)q).
That is, our scheme is capable of detecting all the changes satisfying
the above two conditions. Small changes of a half of the quantizer q
or other changes falling in the range of [(�0.5 + 2k)q, (0.5 + 2k)q] in
the distorted area do not modify the parity of the quantized approx-
imation value. As a result, our scheme is robust to moderate image
content preserving attacks which do not dramatically change the
pixel intensity. However, some pixels in the tampered area may
be missed when the changes in the wavelet domain do not satisfy
the above two conditions. To address this shortcoming, our authen-
tication process utilizes the distribution of the detected error pixels
to evaluate the authenticity of the probe image. Specifically, the
Fig. 7. Illustration of the effects of five q
observations shown in Fig. 6 are incorporated to compensate the
possible misclassification in ErrorMap.

The tampering detection sensitivity can also be adjusted by
choosing different window sizes and thresholds of the number of
neighboring error pixels in the window for defining strongly and
mildly tampered error pixels. If the threshold is preset, the larger
the window size, the lower the sensitivity. Based on the application
requirements, the proposed scheme can identify various tampered
areas and detect bigger alterations whereas bypassing smaller
alterations using a predetermined window size.
3.4. The localization capability

In the proposed scheme, the image content is monitored by the
embedded and extracted watermark. Specifically, changing a value
in the 2 � 2 corner of each 4 � 4 block may result in a mismatch in
ErrorMap. To compensate the misclassification, we employ a win-
dow size of 3 � 3 to categorize each non-isolated error pixel as
either strongly tampered or mildly tampered, as defined in Section
2.3. The localization capability refers to the capability to find the
smallest tampered area (a.k.a, the detection unit) in a probe image.
Here, we start our analysis with any possibly smallest 3 � 3 block
in ErrorMap, where all the nine pixels in the block are error pixels
and all the pixels outside of the block are non-error pixels (shown
in Fig. 8(a)). Based on our definition of three kinds of error pixels,
we know that the five error pixels marked by solid red circles are
strongly tampered error pixels and all the nine error pixels in the
3 � 3 block are tampered error pixels. Therefore, M2 = 5/
9 = 0.5556, which is less than our threshold of Tmalicious (i.e.,
0.6085), and we conclude that the 3 � 3 block is not a maliciously
tampered area. However, the values of M2 are 0.625 and 0.714
when the error pixel distributions follow the sample patterns
shown in Fig. 8(b) and (c), respectively. That is, our scheme can
achieve a 12 � 12 detection unit when the error pixels follow the
sample distributions shown in Fig. 8(b) and (c).
uantizers on the M1 and M2 values.
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4. Experimental results

To evaluate the performance of the proposed semi-fragile
watermarking scheme, we first compared the quality of the water-
marked images of our scheme and four peer schemes, namely,
Maeno et al.’s scheme using the random bias [5], Yang and Sun’s
scheme [16], Che et al.’s scheme [17], and Cruz et al.’s scheme
[18], using five representative 8-bit 512 � 512 grayscale images
and 200 8-bit grayscale images including 30 commonly used
8-bit grayscale images and 170 8-bit grayscale images converted
from our personally collected pictures. We then conducted exten-
sive experiments on 200 8-bit grayscale images by comparing our
system with these four peer systems using their suggested empir-
ically determined parameters. Different kinds of attempting
manipulations were simulated. These simulated manipulations in-
clude the following: ten levels of image blurring, ten levels of
Gaussian low-pass filtering, ten levels of median filtering, five lev-
els of salt and peppers noise addition, ten levels of JPEG lossy com-
pression, ten levels of JPEG2000 lossy compression, three kinds of
Photoshop modifications (e.g., add an object, delete an object, and
modify an object), and three levels of substitution attacks followed
by JPEG compression of the 80% quality factor. Specifically, we con-
sider the substitution attacks [24], which substitute the semi-
fragile watermarked image with its original un-watermarked
version, as representative of malicious attacks since the variety
of forgery attacks can be collapsed to substitution attacks.
Furthermore, substitution of an image block with the original
version is the most difficult to detect forgery attack. To this end,
we randomly chose a 24 � 24 block or a 36 � 36 block or a
48 � 48 block from the original image to replace a random block
in its watermarked image. Finally, we evaluated the performance
of our proposed scheme, the variant of our proposed scheme in
the spatial domain, and four peer systems under two PSNR values
(e.g., 38 and 41) for all simulated attacks and each specific category
of simulated attacks, respectively. For the substitution attacks, we
performed each of the three kinds of block substitutions followed
by 80% JPEG compression 50 times on each of the 200 water-
marked images.

To ensure fair comparison, we carefully studied the authentica-
tion process of each scheme to find its equivalent measure(s) as
those used in our scheme. The values of these authentication mea-
sures can be further used to compare the sensitivity of the semi-
fragile watermarking schemes under a variety of common image
processing attacks and malicious attacks. That is, the best semi-
fragile watermarking scheme should lead to the smallest values
and the smallest changes in authentication measures under inci-
dental attacks and should lead to relatively large values in the
M2 equivalent authentication measure under malicious attacks.
We found that all four peer schemes used a measure similar to
our M1’s in their authentication process. Yang’s scheme also used
another measure similar to our M2’s. In addition, Yang’s scheme
explicitly summarized the thresholds for detecting a probe image
as authentic, incidentally distorted, or maliciously distorted. The
other three schemes did not explicitly mention the thresholds for
their decision making. However, we can roughly infer their thresh-
olds from their discussions. These thresholds are around 0.3 and
Table 1
Comparison of PSNR values.

Lena Peppers Baboon A

Ours 41.04 40.51 41.30 4
Yang 38.28 37.05 32.76 3
Che 39.45 37.95 37.84 3
Maeno 32.42 31.56 31.29 3
Cruz 45.78 45.29 45.09 4
are a little bit higher than Thalferrorbit (i.e., 0.2418) for M1’s in our
scheme. All four peer schemes visually showed the error maps or
the localization results without listing the values of their authenti-
cation measures. That is, they all reply on the visual inspection to
show the effectiveness of their localization results. In our experi-
ments on various malicious attacks, we show both the values of
the authentication measures and the localization results to validate
the effectiveness of our scheme.

4.1. Watermark invisibility

Table 1 summarizes the PSNR values after embedding water-
marks in five representative images and the average PSNR values
after embedding watermarks in 200 test images using our scheme
and four peer schemes, respectively. This table clearly shows that
our PSNR values for five representative images and our average
PSNR values for 200 test images are larger than 40.00 db and are
comparable with the expected PSNR value computed in Section
3.1. Overall, our PSNR values are also higher than or comparable
to the PSNR values of four peer schemes expect Cruz et al.’s scheme
[18], which embeds watermark bits in larger blocks of 16 � 16.

4.2. Robustness to common image processing attacks

We performed four kinds of representative image processing at-
tacks on 200 watermarked images. These attacks are ten levels of
image blurring attacks using circular averaging filters of radii of
1.1–2 with an increasing step size of 0.1, ten levels of Gaussian
low-pass filtering attacks using rotationally symmetric Gaussian
low-pass filters of size 3 � 3 and standard deviation ranging from
0.1 to 1 with an increasing step size of 0.1, ten levels of median fil-
tering attacks using filters of radii of 3–12 with an increasing step
size of 1, and five levels of salt and peppers noise attacks using
noise density ranging from 0.01 to 0.05 with an increasing step size
of 0.01. Since all four peer schemes used a measure similar to our
M1’s in the authentication process, we plot the average M1 values
of 200 watermarked images under each image processing attack
for all five schemes on the left side of Fig. 9. Yang’s scheme also
used another measure similar to our M2’s in the authentication
process. As a result, we plot the average M2 values of 200 water-
marked images under each image processing attack for these two
schemes on the right side of Fig. 9.

Fig. 9 clearly shows the following: (1) all the average values of
our M2’s are below the threshold line of 0.6085 and are signifi-
cantly smaller than Yang’s M2’s for all incidental attacks; (2) all
the average values of our M1’s are the smallest under the same inci-
dental attack; (3) all the average values of our M1’s have the small-
est changes when incidental attacks decrease the image quality
without altering the image content. This indicates that our scheme
is more robust in classifying a watermarked image under any of
these image processing attacks as authentic or incidentally dis-
torted. Specifically, our scheme successfully detects all 200 water-
marked images under Gaussian low-pass filtering, salt and peppers
noise addition, or image blurring attacks with circular averaging
filters of radii smaller than or equal to 1.4 as authentic. The water-
marked image under blurring, Gaussian low-pass filtering, or salt
irplane Cameraman Average of 200 images

0.35 40.18 40.54
5.70 42.59 36.72
7.64 38.76 37.43
1.02 32.64 31.65
4.51 46.10 44.32



(a) 

(b) 

(c) 

(d) 

Fig. 9. Comparison of various common image processing attacks on M1’s (left) of our scheme and four peer schemes and M2’s (right) of our scheme and Yang’s scheme. (a)
Image blurring attacks. (b) Gaussian low-pass filtering attacks. (c) Median filtering attacks. (d) Salt and peppers noise attacks.
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and peppers noise attacks is detected as authenticated if its M1 va-
lue is smaller than Thalferrorbit (0.2418) and as incidentally distorted
if its M1 value is between Thalferrorbit (0.2418) and Terrorbit (0.4837).
The watermarked image under median filtering attacks with a fil-
ter size ranging from 3 to 9 is detected as incidentally distorted
since its M1 value is between Thalferrorbit and Terrorbit. However, our
scheme detects the watermarked image under median filtering at-
tacks with a larger filter size as a non-copyrighted image since its
M1 value is larger than 0.4837. This is reasonable due to its signif-
icant changes on the watermarked image.

4.3. Robustness to JPEG lossy compression and JPEG2000 lossy
compression attacks

We performed two kinds of compressions, namely, conven-
tional JPEG lossy compression and JPEG2000 lossy compression,
on 200 watermarked images. The left plot of Fig. 10 compares
the average values of M1’s of 200 watermarked images under no at-
tack and various JPEG compression attacks using quality factors of
100% down to 10% with a decreasing step size of 10% of all five
schemes. The right plot of Fig. 10 compares the average values of
M2’s of 200 watermarked images under no attack and the same
ten levels of JPEG compression attacks of our scheme and Yang’s
scheme. Fig. 10 clearly shows that all the average values of our
M2’s are much smaller than the corresponding average values of
Yang’s scheme and are below the threshold line of 0.6085 for JPEG
compressions of a quality factor down to 10%. That is, the water-
marked image under JPEG compressions of a quality factor down
to 10% is detected as authentic if its M1 value is smaller than
0.2418 and as incidentally distorted if its M1 value is between
Fig. 10. Comparison of various JEPG compression attacks on M1’s (left) of our sche

Fig. 11. Comparison of various JEPG2000 compression attacks and their correspon
0.2418 and 0.4837. In addition, our average M1 values generally
are much smaller than the corresponding average values of four
peer schemes for JPEG quality factors down to 30%. Our scheme
is also the only one that achieves lower than the threshold value
of 0.2418 for M1’s for JPEG quality factors down to 50%. All these
indicate that our scheme is more robust in classifying a water-
marked image under JPEG compressions of at least 50% quality fac-
tor as authentic and classifying a watermarked image under JPEG
compressions of a quality factor ranging from 10% to 50% as inci-
dentally distorted. Our experimental results on 200 watermarked
images also confirm the above indication. None of the four peer
schemes achieves the comparable performance as our scheme.
Specifically, they detect the watermarked images under JPEG com-
pressions of at least 60% quality factor as incidentally distorted or
authentic and detect the watermarked images under JPEG com-
pressions of 10–50% quality factors as maliciously distorted.

To evaluate the robustness of our proposed scheme to JPEG2000
lossy compression attacks, we further compare the average values
of M1’s and M2’s of 200 watermarked images under various
JPEG2000 compression attacks using quality factors of 1000% down
to 100% with a decreasing step size of 100% and their equivalent
JPEG compression attacks using quality factors of 100% down to
10% with a decreasing step size of 10% in Fig. 11. We also plot
the values of M1’s and M2’s under each attack after adding or sub-
tracting the standard deviation values (STDV) from their average
values. It clearly shows that all the average values of M1’s and
M2’s for JPEG2000 compression attacks are much smaller than
the ones for JPEG compression attacks. The relationship holds true
for the average values of M1’s and M2’s adding or subtracting their
corresponding STDVs. In addition, the values of M2’s are below the
me and four peer schemes and M2’s (right) of our scheme and Yang’s scheme.

ding JPEG compression attacks on M1’s (left) and M2’s (right) of our scheme.



Attacked image    (0.0128, 0.7731) (0.1670, 0.6817)      (0.0750, n/a)         (0.0303, n/a)        (0.0215, n/a) 

Attacked image   (0.0096, 0.8404)  (0.1577, 0.6505)      (0.0698, n/a)         (0.0103, n/a)     (0.000977, n/a) 

Attacked image   (0.0400, 0.8561)  (0.1551, 0.6665)      (0.0969, n/a)          (0.0615, n/a)     (0.0117, n/a)  

Fig. 12. Comparison of our, Yang’s, Che’s, Maeno’s, and Cruz’s (from left to right) localization results after realistic malicious attacks. (For interpretation of the references to
colour in this figure legend, the reader is referred to the web version of this article.)
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threshold line of 0.6085 for all JPEG2000 compressions and the val-
ues of M1’s are below the threshold line of 0.2418 for all JPEG2000
compressions except the ones with the quality factor of 100%,
Watermarked image     Attacked image        (0.0449, 0.

Watermarked image     Attacked image        (0.0161, 0.

Watermarked image     Attacked image        (0.0065, 0.

Watermarked image    Attacked image         (0.0164, 0.

Fig. 13. Illustration of our tamper localization results: watermarked images (1st colum
corresponding detected distortion regions (3rd column), maliciously attacked images b
distortion regions (5th column). (For interpretation of the references to colour in this fi
200%, and 300%. That is, the watermarked image under JPEG2000
compressions of a quality factor down to 400% is detected as
authentic. Our experimental results also clearly demonstrate that
8048)         Attacked image       (0.0503, 0.7735) 

8333)         Attacked image       (0.0450, 0.6991) 

8085)          Attacked image      (0.0134, 0.7188) 

8694)        Attacked image         (0.0099, 0.7830) 

n), maliciously attacked images by inserting an external object (2nd column), our
y modifying or removing an object (4th column), and our corresponding detected
gure legend, the reader is referred to the web version of this article.)
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our proposed scheme is more robust against JPEG2000 compres-
sion attacks than JPEG compression attacks since it works in the
wavelet domain, which is the same domain that JPEG2000 com-
pression works in.

4.4. Fragileness to various malicious attacks

We performed various malicious attacks on 200 watermarked
images to demonstrate the effectiveness of our proposed scheme
in localizing the maliciously tampered regions. To this end, we ap-
plied three kinds of realistic modifications on the watermarked
‘‘Lena’’ image by using Photoshop to insert an external object (dec-
oration on hat), modify the right eye, and remove the object (white
and gray wavy decoration) on the lower right, respectively. The
maliciously attacked ‘‘Lena’’ image was then saved as a JPG image
using the default compression setting. Fig. 12 demonstrates the
localization results, shown in yellow, of five schemes and lists
the M1 and M2 values, whenever applicable, in a pair for each
scheme. The figure clearly shows that our scheme achieves the best
and the cleanest localization results and Maeno’s scheme achieves
Watermarked image     Attacked image         (0.0016, 0

Watermarked image    Attacked image          (0.0017, 0

Watermarked image     Attacked image         (0.0016, 0

Watermarked image    Attacked image         (0.0016, 0.

Watermarked image     Attacked image         (0.0014, 0

Fig. 14. Illustration of our tamper localization results: watermarked images (1st colum
corresponding detected distortion regions (3rd column), maliciously attacked images by s
regions (5th column). (For interpretation of the references to colour in this figure legen
the second best localization results with a few additional small iso-
lated distorted regions resulting from the JPEG compression. Che’s
scheme achieves comparable localization results as Maeno’s
scheme except that it detects more distorted regions resulting
from the JPEG compression due to its less robustness to JPEG com-
pression. Based on our thresholds for two authentication measures,
we conclude that our scheme detects all three maliciously attacked
watermarked ‘‘Lena’’ image as maliciously tampered and correctly
localizes their tampered regions. Yang’s scheme detects these
maliciously attacked watermarked images as maliciously dis-
torted. However, it does not produce a decent localization result
under any of the three malicious attacks due to its less robustness
to JPEG compressions. The other three schemes obtain small values
for M1’s, which are similar to the values obtained under image pro-
cessing and JPEG compression attacks. As a result, they detect
these maliciously attacked images as authentic based on our equiv-
alent predefined thresholds.

Fig. 13 demonstrates the tampering localization results on four
additional representative watermarked images, which were mali-
ciously attacked by inserting an external object or removing
.8261)       Attacked image        (0.0032, 0.7955) 

.8462)       Attacked image         (0.0031, 0.9038) 

.7368)       Attacked image        (0.0029, 0.8780) 

8500)       Attacked image          (0.0030, 0.8936) 

.8095)        Attacked image        (0.0034, 0.9815) 

n), maliciously attacked images by substituting a 24 � 24 block (2nd column), our
ubstituting a 36 � 36 block (4th column), and our corresponding detected distortion
d, the reader is referred to the web version of this article.)
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(modifying) an object using Photoshop. These maliciously attacked
images were then saved as JPG images using the default compres-
sion setting. We also list the M1 and M2 values in a pair below each
localization result. This figure clearly shows that our scheme suc-
cessfully localizes the tampered regions. Based on our predefined
thresholds, we conclude that our scheme detects all these mali-
ciously attacked watermarked images as maliciously tampered.

Fig. 14 demonstrates the tampering localization results on five
representative watermarked images, which were maliciously
attacked by performing the 24 � 24 block or 36 � 36 block
substitution followed by 80% JPEG compression. We do not list
the localization results for 48 � 48 block substitution since their
tampering localization results are always better than the small
block substitution attacks. In Fig. 14, we also list the M1 and M2

values in a pair below each localization result. It clearly shows that
our scheme successfully localizes the tampered regions when our
authentication results indicate the forgery attacks.

4.5. Detection statistics under different simulated attacks

Finally, we evaluated the performance of our proposed scheme,
the variant of our proposed scheme in the spatial domain, and four
peer systems under two PSNR values (e.g., 38 db and 41 db) for all
simulated attacks (e.g., image blurring, Gaussian low-pass filtering,
median filtering, salt and peppers noise, JPEG compression,
JPEG2000 compression, and substitution attacks) and each specific
category of simulated attacks, respectively. For the substitution at-
tacks, we performed each of the three kinds of block substitutions
(e.g., 24 � 24, 36 � 36, and 48 � 48 block substitutions) followed
by 80% JPEG compression 50 times on each of the 200 water-
Table 2
Detection results of six semi-fragile watermarking schemes under all simulated attacks fo

Methods Actual incidental attacks

Ours (%) Variant
(%)

Yang (%) Che (%) Maeno
(%)

Detected incidental
attacks

90.6 83.3 38.4 27.6 16.7

Detected malicious attacks 9.4 16.7 61.6 72.4 83.3

Table 4
Detection results of six semi-fragile watermarking schemes under each simulated attack f

Method Attack

Probability of false alarm

Blur (%) Gaussian (%) Median (%) S&P (%) JP

Ours 0 0 39.6 0 9.
Spatial 8.6 0 73.5 0 14
Yang 100 76.4 94.7 8.4 54
Che 100 64.3 94.5 88.4 66
Maeno 100 100 100 100 90
Cruz 88.9 8.5 88.6 40.3 24

Table 3
Detection results of six semi-fragile watermarking schemes under all simulated attacks fo

Methods Actual incidental attacks

Ours (%) Variant
(%)

Yang (%) Che (%) Maeno
(%)

Detected incidental
attacks

93.5 84.7 39.6 41.5 30.9

Detected malicious attacks 6.5 15.3 60.4 58.5 69.1
marked images. Tables 2 and 3 compare the performance of six
semi-fragile watermarking algorithms in terms of true positive,
false positive, false negative, and true negative under all simulated
attacks for 200 watermarked images with PSNR values of around
41 db and 38 db, respectively. The two tables clearly show that
our proposed scheme achieves the best performance with a high
true positive of 90.6% and 93.5%, a high true negative of 65.3%
and 70.7%, a low false negative of 9.4% and 6.5%, and a low false po-
sitive of 34.7% and 29.3% under PSNR values of 41db and 38db,
respectively. The other schemes achieve worse performance
mainly due to their less robustness to JPEG compression. Our pro-
posed scheme achieves better performance than our variant
mainly due to the choice of the wavelet transform domain as the
embedding media. As the PSNR values decrease from 41 db to
38 db, most schemes tend to perform better due to the increasing
robustness to common image processing attacks.

Tables 4 and 5 compare the performance of six semi-fragile
watermarking algorithms in terms of their miss probability under
each of the three kinds of malicious attacks and in terms of false
alarm probability under each of common image processing attacks
that preserves the content of the image for 200 watermarked
images with PSNR values of 41 db and 38 db, respectively. The
two tables clearly show that our proposed scheme achieves the
smallest probability of false alarm for each incidental attack and
the smallest probability of miss for each substitution attack. Specif-
ically, our scheme is 100% robust against blurring, Gaussian low-
pass filtering, and salt and peppers noise attacks and is more fragile
to relatively large malicious attacks. The miss probability increases
when the substitution block size decreases. This is reasonable due
to small changes resulted from the small substitution block size.
r 200 watermarked images with the PSNR value of around 41 db.

Actual malicious attacks

Cruz (%) Ours (%) Variant
(%)

Yang (%) Che (%) Maeno
(%)

Cruz (%)

55.6 34.7 100 65.8 59.3 100 100

44.4 65.3 0 34.2 40.7 0 0

or 200 watermarked images with the PSNR value of around 41 db.

Probability of miss

EG (%) JPEG2k (%) 24 � 24 (%) 36 � 36 (%) 48 � 48 (%)

8 2.3 59.2 31.6 13.8
.7 2.7 100 100 100
.3 9.2 71.2 66.8 59.6
.6 30.2 100 40.9 40.3
.5 22.4 100 100 100
.3 16.9 100 100 100

r 200 watermarked images with the PSNR value of around 38 db.

Actual malicious attacks

Cruz (%) Ours (%) Variant
(%)

Yang (%) Che (%) Maeno
(%)

Cruz (%)

63.3 29.3 100 48.1 33.3 49.6 100

36.7 70.7 0 51.9 66.7 50.4 0



Table 5
Detection results of six semi-fragile watermarking schemes under each simulated attack for 200 watermarked images with the PSNR value of around 38 db.

Method Attack

Probability of false alarm Probability of miss

Blur (%) Gaussian (%) Median (%) S&P (%) JPEG (%) JPEG2k (%) 24 � 24 (%) 36 � 36 (%) 48 � 48 (%)

Ours 0 0 34.3 0 0 1.7 51.6 26.3 10.4
Spatial 4.3 0 69.8 0 2.4 1.9 100 100 100
Yang 100 68.6 93.5 0 50.9 8.4 59.6 48.4 36.8
Che 96 40.1 92.3 60.7 46.2 18.8 40.3 39.1 20.4
Maeno 100 84.6 100 40.4 70.1 2.9 100 50.4 20.8
Cruz 82.4 2.9 78.2 38.9 12.8 8.4 100 100 100
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None of the four peer schemes achieves the comparable perfor-
mance as our scheme since they usually cannot distinguish these
malicious attacks from the JPEG compression attacks (i.e., they
usually classify the watermarked images under these substitution
attacks as either authentic or incidental distorted or non-presence
of watermark). Our variant scheme achieves the second best
robustness against incidental attacks. However, it completely fails
to detect malicious attacks smaller than a block of 48 � 48 mainly
due to the low clustering level of tampered error pixels, which
result from the choice of the spatial domain as the embedding
media. Both tables clearly show that most schemes tend to per-
form better when the PSNR values decrease from 41db to 38db
since they are more robust against common image processing
attacks.

5. Conclusions

We present a novel semi-fragile watermarking scheme for im-
age content authentication with tampering localization. The con-
tributions of the proposed scheme are:

� Applying the quantization method to embed the private-
key-based watermark in the wavelet domain so that a majority
of image distortions, which cause the intensity shift by a value
larger than a half of the quantizer q, can be detected in the
authentication process. Unlike traditional quantization based
approaches, our quantization method modifies only one chosen
wavelet coefficient in the approximation subband of the Haar
wavelet transform of each block (i.e., embeds a watermark bit
in one chosen approximation coefficient) to ensure its robustness
against moderate incidental attacks and fragileness against
malicious attacks. In addition, our quantization method extracts
the watermark bit using the round operation instead of the tradi-
tional floor operation to further ensure the semi-fragile property.
� Defining two kinds of tampered error pixels (e.g., strongly tam-

pered and mildly tampered error pixels) and two authentication
measures to detect the authenticity of the probe image and
prove tampering. Specifically, we consider an error pixel as
strongly tampered if at least four of its eight neighbors are error
pixels and an error pixel as mildly tampered if less than four of
its eight neighbors are error pixels. We compute the percentage
of error pixels in the error map as the first authentication mea-
sure, M1, which quantitatively evaluates the overall similarity
between extracted and embedded watermarks. We compute
the ratio of the number of our defined strongly tampered error
pixels to the number of our defined tampered error pixels in the
error map as the second authentication measure, M2, which
evaluates the overall clustering level of the tampered error
pixels.
� Using a binary error map together with the two authentication

measures in the authentication process to compensate the pos-
sible misclassification in the error map, capture all possible dis-
tortions, and localize all possible tampered areas.
� Applying randomness strategies to increase the security of the
proposed system. To this end, we first apply the Mersenne Twis-
ter algorithm to generate a watermark bit sequence using a pri-
vate key. We then apply the one-way hash function to choose
the order of the blocks for embedding watermark using two
secret keys. We finally apply the Mersenne Twister algorithm
to generate the embedding positions for each block using three
private keys.

Our extensive experimental results show that the proposed
scheme successfully distinguishes malicious attacks from non-
malicious tampering of image content. It also accurately localizes
maliciously tampered regions. Our scheme is more robust to
acceptable content preserving operations and more fragile to mali-
cious distortions than four semi-fragile watermarking schemes and
its variant.

Our future work includes studying the tampering detection sen-
sibility when an image size changes, addressing geometric attack
issues, and testing more images of various types.

Appendix A. The U function in Eqs. (7) and (8) follows a
standard normal distribution

We derive the threshold for incidental attacks in Eq. (7) using
Gaussian distribution. As explained in Section 2.3, we know that
the probability for a pixel in the error map to be detected as 0 or
1 is 0.5. So, each pixel is a binomially distributed random variable.
The probability is the same as the probability that a tossed coin
will come up heads. Let Ntotal represent the number of times the
coin tossed and N represent the number of times that the coin
comes up heads. The probability that heads will appear Nh

times is:

PðN ¼ NhÞ ¼
Ntotal

Nh

� �
pNh ð1� pÞNtotal�Nh

where
n

m

� �
¼ n!

m!ðn�mÞ! ; 0 6 m 6 n;

p ¼ 0:5 ð13Þ

That is, Eq. (13) can be directly used to calculate P(N = Nh). Fig. 15(a)
shows the distributions for Eq. (13) when Ntotal = 100. As a result, we
conclude that a binomial probability variable can be approximated
using a Gaussian probability variable and the error distribution fol-
lows a Gaussian distribution. Furthermore, this Gaussian distribu-
tion, represented by U function in Eq. (7), approaches the normal
distribution with expected value 0 and variance 1 when Ntotal is
large (i.e., the total number of pixels in ErrorMap is large). So, we
claim that U function used in Eq. (7) follows a standard normal
distribution.

Similarly, we derive the threshold for malicious attacks in Eq.
(8) using Gaussian distribution. In our system, each pixel is a bino-
mially distributed random variable. As a result, the probability for



(a)                         (b) 

Fig. 15. The probability density for two cases. (a) The number of pixels in the error map (i.e., the number of times the coin tossed) is 100. (b) The number of possible tampered
error pixels is 100.
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a pixel in the error map to be detected as tampered error pixels is
0.4980 and the probability for a pixel in the error map to be de-
tected as a strongly tampered pixel is 0.3184. When considering
Ntotal possible tampered error pixels, the probability that a strongly
tampered error pixel will appear Nh times is:

PðN ¼ NhÞ ¼
Ntotal

Nh

� �
pNh ð1� pÞNtotal�Nh

where
n

m

� �
¼ n!

m!ðn�mÞ! ; 0 6 m 6 n; p ¼ 0:3184=0:4880 ¼ 0:6394

ð14Þ

Fig. 15(b) shows the distributions for Eq. (14) when Ntotal = 100. As a
result, we conclude that the ratio of strongly tampered error pixels
to tampered error pixels can be approximated using a Gaussian
distribution. Furthermore, this Gaussian distribution, represented
by U function in Eq. (8), approaches the normal distribution with
expected value 0 and variance 1 when Ntotal is large (i.e., the total
number of tampered error pixels in ErrorMap is large). So, we claim
U function used in Eq. (8) follows a standard normal distribution.
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